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Abstract:

As cyber security strategies grow in strength and challenge,
hackers are developing more sophisticated attacks, relying
on social engineering to exploit the human factor
(organizational users) to breach the security infrastructure
of organizations. Social engineering attacks exploit
specific human and psychological traits to bypass an
organization's security and technical measures. Because
these attacks do not follow specific patterns or methods,
they are an easy, effective, and at the same time obscure
tool for infiltrating any organization, making them
extremely difficult to counter. Social engineering has thus
become a widespread approach used by hackers to
compromise both individuals and organizations. To combat
such attacks, a better understanding of attack methods and
how to counter them is crucial. This paper presents the
methods used to launch social engineering-based attacks
and ways to counter them.
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