ASE G 2ags e el oSl daglly Cigaal) i Sl bl
Implications of voice and facial deepfakes on the legal security threat
2oy iogae g PR

: padlal)

=l oASH A Wly caalSal jlaa) b oaldll Lgple ading 3 Apaled) 80 AY) e
B L 13 ¢ addl) aclid) ol ol aul giad Cunal i 8)geally CipnallS Al ASY) (e ey e
L) Y e Dalad Taags e jlea by Galudls Laaaa] gl dageadll Cablal e g

Siga Chufi (e Bpaladl el oS Glanks aagh Al bl ) dlilad) eda Caags
L Slall GlEY) Dlee 8 gy s A Aa)Y) msagiy (Sl Y o dnsll Ll

Gl A8 ablse Jlesinl sl dnlie Ayl (ageaal jlual gy Al o8 s
dlaadl 138 Joa el (098059 lgie CISH g Balian Cilae))lsa daaysg ¢ (rand)
c e mldl) [ seall [ gl demastl) [ Gaand) Capill [ e oY) oIS sdsalidall cilals

Summary:

Evidence is the main pillar on which the judge relies in issuing his judgments,
and when artificial intelligence affected some of the digital evidence such as audio
and image, its value to him decreased while he was trying to reach his personal
conviction, This may affect the parties to the litigation or one of them negatively and
therefore this is a serious threat to legal security.

This intervention aims to deduce how artificial intelligence applications such
as voice forgery and facial cloning threaten legal security and clarify the crisis they
cause in the criminal proof process.

This intervention recommends the necessity of issuing punitive legislative texts
that criminalize the use of “deep fake” technology sites, programming anti-deep fake
algorithms, and forming experts in this field.

Keywords: Artificial Intelligence / Deep Fake / Audio Recording / Images / Judge.
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