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English :

The mechanisms of international cooperation to combat cybercrime have been diversified into two primary
frameworks: international agreements, such as the Budapest Convention (2001), which established a cross-
border legal framework, and the United Nations Convention (2024), which expanded criminalization to
include offenses like digital sexual exploitation. Additionally, international conferences (e.g., the 1990 and
2015 UN conferences) focused on modernizing legislation and building technical capacities in developing
nations. Organizations such as INTERPOL and the OECD also played pivotal roles in coordinating
investigations and harmonizing cybersecurity standards.

These efforts faced challenges, including legislative disparities among nations, complexities in collecting
and validating digital evidence, and rapid technological advancements (e.g., challenges posed by artificial
intelligence). Regionally, countries like Morocco and Tunisia acceded to the Budapest Convention, while
Arab states pursued legislative harmonization through regional agreements, such as the Arab League
Convention (2010).

Despite relative success in enhancing cybersecurity through information-sharing and raising awareness of its
strategic importance, persistent challenges necessitate further improvements. Key issues include bridging
the gap between legal frameworks and their implementation, and mitigating privacy violations stemming
from data-collection mechanisms, as exemplified by the Council of Europe’s Convention on Cybercrime.
Keywords: Cybercrime, Phishing, Cybersecurity, Budapest Convention
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