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Abstract:

This study aims to identify the role of Machine Learning algorithms and evaluate their
effectiveness in Detecting electronic financial fraud associated with daily digital financial transaction,
as This type of fraud is considered one of the Most widespread in the Algerian environment. This was
achieved by designing a model using the Random Forest machine learning Algorithm through
applying all the necessary design stages within the orange data mining, evaluating its Performance
using comprehensive evaluation metrics, and identifying the most influential variables in fraud
detection. To achieve This objective, a Simulated Synthetic Dataset was selected from kaggle
platform, The Dataset represents financial transactions for the Year 2023 and contains 50000 financial
transactions and 21 features, including 18 independent variables and one dependent variable.

The resultes demonstrated the effectiveness of the proposed model in Detecting electronic
financial fraud, achieving an overall Accuracy of 95,8%, and Auc value of 99 ,6%, and a Matthews
Correlation Cofficient of 90 ,4%, these findings confirm the importance of Machine Learning
algorithms in supporting financial institutions, enhancing protection Systems, and enabling the early
detection of Fraudulent transactions in light of the developments of the financial technology era.
Keywords: Electronic Financial Fraud, Machine Learning Algorithms, Financial Fraud detection,
Model design, orange data mining, Synthetic Simulated Data, Cross Validation, Random Forest.
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Correlations Fri May 15 26, 18:57:01
Pearson correlation
1 Timestamp - Transaction_Amount
2 -0.009 Avg_Transaction_Amount_7d : Card_Age
3 +0.008 Transaction_Amount Transaction_Distance
a -0.008 Daily__Transaction__Count Failed_Transaction_Count_7d
5 -0.008 Daily__Transaction_Count Risk__Score
6 -0.007 Failed_Transaction_Count_7d Transaction_Distance
7 +0.007 Avg_Transaction_Amount_7d Failed_Transaction_Count_7d
8 -0.006 Avg_Transaction_Amount_7d Transaction_Amount
9 +0.006 Account_Balance Daily__Transaction_Count
10 +0.006 Risk__Score Transaction_Amount
11 -0.005 Risk__Score Timestamp
12 -0.005 Account_Balance Risk_Score
13 +0.005 Avg_Transaction_Amount_7d Risk_Score
14 +0.005 Avg_Transaction_Amount_7d Daily__Transaction__Count
15 -0.005 Card_Age Failed_Transaction_Count_7d
16 -0.004 Timestamp Transaction__Distance
17 -0.003 Card_Age Transaction_Distance
18 -0.003 Avg_Transaction_Amount_7d Transaction_Distance
19 +0.002 Failed__Transaction_Count_7d Timestamp
20 -0.002 Account_Balance Transaction_Amount
21 +0.002 Card__Age Transaction_Amount
22 +0.002 Account_Balance Timestamp
23 +0.002 Daily__Transaction_Count Transaction_Amount
24 +0.002 Card_Age Timestamp
25 -0.002 Risk__Score Transaction__Distance
26 -0.002 Daily_Transaction_Count Transaction_Distance
T +0.002 Account__Balance Transaction_Distance
28 -0.002 Account_Balance Avg_Transaction_Amount_7d
29 -0.002 Card_Age Daily__Transaction_Count
30 -0.001 Card_Age Risk__Score
31 +0.001 Failed__Transaction_Count_7d Transaction_Amount
32 +0.001 Failed_Transaction_Count_7d Risk_Score
33 +0.001 Account_Balance Card_Age
34 -0.000 Account_Balance Failed__Transaction_Count_7d
35 -0.000 Daily__Transaction_Count Timestamp
36 +0.000 Avg_ Transaction_Amount_7d Timestamp
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Random Forest Thu May 07 26, 21:22:06

Name: Random Forest

INodel parameters

Number of trees: 4

Maximal number of considered features: 3
Replicable training: Yes

Maximal tree depth: uniimited

Stop splitting nodes with maximum instances: 5

Data

Data instances: 50000

Features: Transaction_Amount, Transaction_Type, Timestamp, Account_Balance, Device_Type, Looation, Merchant_Category, IP_Address_Flag, Previous_Fraudulent_Aotivity,
Daily_Transaction_Count, Avg_Transaction_Amount_7d, Failed_Transaction_Count_7d, Card_Type, Card_Age, Transaction_Distance, Authentication_Method, Risk_Soore, Is_Weekend (total: 18
features)

Mota attributes: Transaction_|D, User_ID, Selected

Target: Fraud_Label

(Orange) glin clajia jradl

Lilgill bl ) Jseagll Ji Orange:zaliy b ddjedd) #3salll clalee o 2Ly rcilalaal) Jasda )l @
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sadll bl dad i)
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Loy ol Ay dal) Alall 3 areatl) Uad o)) (pBreiman ascagh Lo g Gilsn by L pniil) (el
Gl Aeday Casilall aliddY) 5w Auhll saa & Ll L la 3V 2ae BaL) e B se dad g
Ljpall hL &Yy LIaa) alay) 0585 cua «lalaal lle Jlia) A 5Slaal doaadl) e lib Y]
e e il gl Alape 2 gl o) Aaiiiy L muaal) Alle Luadlll ULl Ljlee Laguny S
Ciyny Lo 52 5 ananill duali (e 5304l Bagame Ldlial) V) Canveal Laby ¢ ladV) (e b (aidie
148 ailinall xlal) dls e

Mo pn A A Fbl (DA e lgled dlaguad) dalgll o2 cadl B, e

148 | EO BRIMANE, RANDOM FORESTS, MACHINE LEARNING, VOL 45, N 1, ,2001, P 7
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A pdiad) Aulad) daaj el zasall elal andl ;i cullaal)

Adlsdial) Aad) Lo st z3saly i)Y ddghins :42-02 :p8, IS

Confusion Matrix Thu May 07 26, 21:22:208

Confusion matrix for Random Forest (showing number of instances)

Predicted
0 1 ]
Acual 0 33756 177 3098
1 1914 14153 16067
§ 35670 14330 50000

(orange) gl Clajia jradl)
c—asall Joaall PIA e aecaall Glsfiall LD A lsd z 35ty sV dghaae G pais )
e Balia US 0 (gl clgmaan eadd) bl il STl & panal) oo Ll GlLa Y dbgiia o)) o 4lind
2] bl Baslg B i 3 50000 J)

LY ddghan o jadi 122-02 o8y Jeaall

lhubg&\“dﬁgwl4153 @ Sl a3
TP True Positive 14153 b Jhia) agag zisell) algi Cus czigall
Juial e Jaidlly ciginl il Ala14153

A 33756 ¢ e IS g igail) ady

TN True Negative 33756 . .
33933 < dijlia (JliaY) o A

Jhia) Ll Ao Uad ddiaal) clal) axe &L
a8, Juis) a9 GEJA.'\S\ TN A 177
Jias Lo sag Liled cdanles cuilS cNal) oda

FP False Positive 177
Slad ddhld cydi)

glas) B zigall) Jib ) c¥lal) s &l

FN False Negative 1914
W Ao zigaill Lhia cua s 1914
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Las (Jliia) Ao ggind lgd) adlls ddliia)
s aan RES B 7 dgall) dagina (usay
.Jhay)
AN ol L) yled 2 3sail @l ddsteas e alaae Yl AdUall dac) (e jaadll
Ailgdnl) Aa) da)od g asal andi (e 3 ALY g 2
Lelsdall AR A ylod 7 3sal olal Lanlie :43- 02 A8, IS

Test and Score Thu May 07 26, 21:21:49

Settings

Sampling type: Stratified 5-fold Cross validation
Target class: None, show average over classes

Scores

Model AUIC CA F1 Prec Recall MCC Spec
Random Forest 0996 0958 0858 0960 0958 0904 0917

(Orange) zaliy cilajia : jraql)
GAle 385 z3galll (B Cum .l Ganlie poes 3 Ggh g 2l Lls-diel) Llad) daay lsd zigall jglal @
aYls q:m;: Lﬁﬁ 43:&33 C.JJA.J\ L"_ij celemn WY L"\_'\\ (e Ts—a d< ,‘1,.\ Eolalaall 3\__3.1]1.; Ry ua C_\:x;

Gl s aand B Laaa ) Al el sag — Lgilin€) iy o) 3 JuiaY) aVls sae e JB Lae (JLas)
o Lila z3al) o () e Laae celemia¥ly 3820 G s Gl (F1)aas e il desana B
z3saill 528 (AUC-ROC) days st (haal . AVl Glaa e aaliiall aal Laaill (90 Ggige sl
bl sda a0 Al Chi ol cilie e AWEaY) e AdliaY) cDlleall c uall e Ll
la i as Lagy - g SN el JLia¥) i i algal (558 eiipe Ails—dial) LD z3pa of () dacinae
Al Adghas ey Aoyl gild e slaeYh Genlid) sas @ldl DA e Jaiill
: ((Classification Accuracy)CA) 4us!) daa «id) .1
L)Ll g gene (e Ylea! daamiall Ciliiaill dus uis
CA=(TP+TN)/(TP+TN + FP + FN)
CA = (14153 + 33756) / (14153 + 33756 + 177 + 1914)

CA =47909 / 50000
CA =0.9582=0.958

Lae% 958 cualy LS a8y Alsdiall Bolad) Lpa)lsd z3sail (3oa A0S ABAY) Al (aaBY) i uilll @
LAallia) o) dase SOl CulS) glgun crunia JSh EDLlaal) alans Chiiial e oS4 zagall) o) (e
aSU aaald) 3 Lig SN D lalaall Ly 3 2 dsaill didgise o Ju le s
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(Precision (Weighted Average) 4ulayy) a8 <l .2
09594l baugiall Orange aadiu . lgads 238k 3 galll Aia L Seal (e dapsiall @lgnll s el

H(2b) O PEHIPEY (\
Prec_ 0=TN /(TN + FN) = 33756 / (33756 + 1914) = 33756 / 35670 = 0.9463

:(JLaal) 1 4sal) 48 (o
Prec_1=TP /(TP + FP) = 14153 / (14153 + 177) = 14153/14 330=0.9876
1S Qgisal) agiall (z
Prec w=(Prec 0xn_0+Prec_ 1xn_1)/N
Prec_w = (0.9463 x 33933 + 0.9876 x 16067) / 50000

Prec_w = (32113 + 15873) / 50000 = 47986 / 50000
Precision = 0.9597 = 0.960

letia 3 Dlalaall (10% 96 o ) Alady) 83) Aad i dulan) A8a) Al (galaiBY) el o
Sy S s ALE A o cps 8 s Adlia) CDlaleas Dlad culS Adlis) Ll ez 3sal
Slanll Aol cBlabeal) dulaes o Qi LY W) g Uadl) 8 530S doal Aol sna (o wiiSs cdibals
Aallial el Glbleall 3 sl e daslill CadlSall aiasg
(Recall (Weighted Average): dsluall .3
593l Boassiall Orange aasiee 4% < Abedl) eVl GLES) e = dgall 5558 Guy
(k) 0 Al dpibaad) ()
Recall_ 0=TN/ (TN + FP) = 33756 / (33756 + 177) = 33756 /33933 = 0.9948
ke — (Jhial) 1 Al Luabaad) (
Recall_1=TP /(TP + FN) = 14153/ (14153 + 1914) = 14153/ 16067 = 0.8308
A Ggisall Bgial) (z
Recall w=(Recall 0 xn 0O+ Recall 1xn_1)/N
Recall_w = (0.9948 x 33933 + 0.8808 x 16067) / 50000

Recall_w = (33756 + 14153) / 50000 = 47909 / 50000
Recall (Weighted) = 0.9582 = 0.958

oo sl 538 e Ju Lasay 9695.8 st dralasal) dad cirly dpusboaal) Aol (gaLaBy) jusisl) @
Y Laaa) Al 5 aie sag (LK) 90 e lgie € aae @l aaey AdlaaY) Glilead) Clel Gl
- Dleally Luscoall B3lae Adle et W (525 38 ZdliaY) Cldaall CalnS) 8 oUail) s

F1 Score (Weighted Average) (ks .4

Aplgiall e L) 3 Gals IS5 ey canls lsie oalite 8 Baluaally Aula ) A o pan:
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daaudal) (0 433 F1 (i
F1 0=2 x (Prec_0 x Recall_0) / (Prec_0 + Recall_0)
F1 0=2x(0.9463 x 0.9948) / (0.9463 + 0.9948) = 1.8826/1.9411 =0.9699
rdallaay) 1 48l F1 (@
F1 1=2x (Prec_1 x Recall_1)/(Prec_1 + Recall_1)
F1 1=2x(0.9876 x 0.8808) / (0.9876 + 0.8808) = 1.7404/1.8684=0.9314
t A Gggall Lugial (z
F1Lw=(F1O0xnO+F1 1xn_1)/N
F1_w =(0.9699 x 33933 + 0.9314 x 16067) / 50000

F1_w = (32913 + 14965) / 50000 = 47878 / 50000
F1 Score (Weighted) = 0.9576 =~ 0.958

BaEl) (s (I g S Lae %6095.8 A FL Score e dad cualy tdaiil galai®y) il o
Aalalal) )iy Juling Jlaal) calis) e
(Specificity (Weighted Average) 4sssill .5
-Q9)sall baugiall Orange aadin msia JS Ladall YW Caial e 3gaill 8)08 (s
rdgadal) O A58l das gl (§
Spec_ 0=TP /(TP + FN) = 14153/ 16067 = 0.8808
:Adaay) 1 4da) dasgil) (o
Spec_1=TN/ (TN + FP) = 33756 / 33933 = 0.9948
A Qgisal) bugiall (z
Spec_ w=(Spec_1xn 0+Spec 0xn_1)/N
Spec_w = (0.9948 x 33933 + 0.8808 x 16067) / 50000

Spec_w = (33756 + 14153) / 50000 = 47909 / 50000
Specificity (Weighted) =~ 0.917

cBlelad) 0 9167 Jlsn it e Ka5 39l G o daill 5 i :Aaill GaLuaiBY) o widil) o
Jabaad pae g LAY chlaY) Jalas e a8)dd e laa cdillin) e g3 e s a IS S0 Al W)
G\l g 39 SV pdall dadai] 50l o 8 adl s Lo gy eDlenll Laey 1) AL illenl

lalaall e goad) (3aailly ddadijall dobidall
MCC (ussile Jolii)) Jalas .6
oY) LY dighias ol poes SLaeYh 3k 4l Dl e Ul 331 MCC 4
MCC = [(TP x TN) - (FP x FN)]/ sqrt[(TP+FP) (TP+FN) (TN+FP) (TN+FN)]
sl claa L
TP x TN = 14153 x 33756 = 477738468

- 118 -



A9 AN Al JLiay) Cist A1) aled duajled g agad) asenal 1 AN Juad

FP x FN =177 x 1914 = 338778
477738468-338778=477399690

.aw‘ gm ol

(TP+FP) = 14330 | (TP+FN) = 16067 | (TN+FP) = 33933 | (TN+FN) = 35670
Sqrt (14330 x 16067 x 33933 x 35670) = sqrt (2.787 x10717) = 527:919:486

ddagiill .
MCC = 477399690 / 527:919:486
MCC = 0.9043 = 0.904

On Alsie Ul s e ae n z3salll Baga Aadipall Aagill san 2 Al (GalaTBY) jaudil) o
O gl Jaa OY (W) Jlaa) clalys 8 d8gise 5S) ) d5e s dallia) ually LdLEsY) O aladl)
(Olsie e S Le Llle il
(AUC-ROC) (siais ciald dabua .7
0.5 pdad i (g Faaslua) Al
AUC Dbasic = (Recall_0 + Recall 1) /2 =(0.9948 + 0.8808) / 2= 0.9378
(Orange & Jul<Il ROC siaie (a) AUC = 0.996
zasaill 53 ) jadg o dakire Lo 89 %9966 LwAUC dad cialy tdagiill (galuai®y) padil)
el a5 a2l o) g el all COlbeally AdlaaY) el (g 85 38y ) e
€] )z bias Al Al il wsall b asaaY) Al el say dlle 5ol Lgysha Ay G

Mgl U8 daguiall Cilileal)
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