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ABSTRACT

The rapid expansion of the Internet of Things (IoT) has multiplied the attack surface exposed
to cyber threats. Traditional intrusion detection systems rely on collecting network data
at a central location, which raises serious privacy, bandwidth, and regulatory concerns in
IoT environments where devices are heterogeneous, resource-constrained, and geographically
distributed. Federated Learning (FL) offers a promising alternative by enabling devices to
collaboratively train a shared model without sharing their raw data. This thesis investigates
how a federated learning-based framework can be designed to enable distributed IoT devices
to collaboratively predict security attacks, while preserving data privacy and handling device
heterogeneity. We propose FedShield, a federated learning framework for multi-class IoT
attack prediction, built around a lightweight deep learning classifier, Federated Averaging,
and a mask-based secure aggregation mechanism. The framework is implemented in Python
using TensorFlow and the Flower library, and evaluated on the TON_IoT dataset partitioned
across non-IID clients. The experimental results show that the framework reaches strong
detection performance on a non-IID partition of the TON_IoT dataset, and that mask-based
secure aggregation can be added without measurable utility cost. The work confirms that
federated learning is a credible building block for privacy-preserving IoT intrusion detection.

Keywords: Internet of Things; IoT Security; Intrusion Detection System; Federated
Learning; Privacy-Preserving Mechanisms; TON_IoT.



RÉSUMÉ

L’expansion rapide de l’Internet des Objets (IoT) a multiplié la surface d’attaque exposée aux
menaces informatiques. Les systèmes traditionnels de détection d’intrusions reposent sur la
centralisation des données réseau, ce qui soulève des problèmes sérieux de confidentialité, de
bande passante et de conformité réglementaire dans les environnements IoT, où les disposi-
tifs sont hétérogènes, contraints en ressources et répartis géographiquement. L’apprentissage
fédéré (Federated Learning, FL) offre une alternative prometteuse en permettant aux dis-
positifs d’entraîner collaborativement un modèle partagé sans partager leurs données brutes.
Ce mémoire étudie comment un cadre basé sur l’apprentissage fédéré peut être conçu pour
permettre à des dispositifs IoT distribués de prédire collaborativement les attaques de sécu-
rité, tout en préservant la confidentialité des données et en prenant en compte l’hétérogénéité
des dispositifs. Nous proposons FedShield, un cadre d’apprentissage fédéré pour la prédic-
tion multi-classes des attaques IoT, construit autour d’un classifieur d’apprentissage profond
léger, de l’algorithme Federated Averaging et d’un mécanisme d’agrégation sécurisée basé sur
le masquage. Le cadre est implémenté en Python à l’aide de TensorFlow et de la bibliothèque
Flower, et évalué sur le jeu de données TON_IoT réparti entre des clients non-IID. Les ré-
sultats expérimentaux montrent que le cadre atteint de fortes performances de détection sur
une partition non-IID de TON_IoT, et que l’agrégation sécurisée basée sur le masquage peut
y être intégrée sans coût mesurable en utilité. Ce travail confirme que l’apprentissage fédéré
constitue une brique crédible pour la détection d’intrusions IoT préservant la vie privée.

Mots-clés : Internet des Objets ; Sécurité IoT ; Système de détection d’intrusions ;
Apprentissage fédéré ; Mécanismes de préservation de la confidentialité ; TON_IoT.



اिऻڪٌۘ
أَޙ۰݄ وّأٺ݄ڎ .۰ਃ಻اଫଊاܳފ٭ ዛውይዧڎࢴࣖات اৎ৊أݠݪ۰ّ ا୒ୖ۠ިم ۰༡؇݁ފ ّݯ؇؜ژ ሌᇿإ (IoT) ا৙৑ނ٭؇ء ೑಻ଫଐَ৕৑ لؕ ๤ཏܳا اܳٺިݿّؕ أدىّ
و؜ਵض ً؇ࠍ੅ݱިݬ٭۰ ੯ّ੩أਐಾ ༥ڎّل۰ إނႤၽܳ٭؇ت لޚݠح ؇ᆙᆘ ஼ணਵਦي، Ⴄၽ݁ن ሒᇭ ᄎჼاܳލٴ ਃಸ؇َ؇ت ؕᆇᅹ আॻ༟ اܳٺگܹ٭ڎل۰ ጵّ጑اܳྥފ ܋ލژ
اৎ৊ިارد وො੼ڎودة ۰૭૙؇༶݁ٺ ଫଃ༚ ً؊ۏ۳ݞة ଩ّଃറണ೺ มฆܳا ا৙৑ނ٭؇ء ೑಻ଫଐَإ ྘ྲྀ٪؇ت ሒᇭ ۊݱިݬً؇ ఋዳዧَޙ۰݄، وا৖৑݁ٺټ؇ل اଫଐܳددي اܳٷޚ؇ق
݁ލଫଐك ஓ஁ިذج ೞಱڎرਐಸ ఋዳዧۏ۳ݞة ૭૏݄ں وا༟ڎاً ً ఈఃࢻࣖل Learning) (Federated ا༡ިৎ৊ڎّ اܳٺأ޺ّ޾ لگُڎّم و ۏ؞ݠاڣ٭ً؇. ۰༟ّو݁ިز
أۏ۳ݞة ஓُܝِّ݆ ୷ ا༡ިৎ৊ڎّ اܳٺأ޺ّ޾ আॻ༟ ቕሶ؇ڢ ᆇᅦܭ إޗ؇ر ّݱ݄ࡗࡲ ܋٭ڰ٭۰ اৎ৊ڍாணة ۱ڍه ོྥٷ؇ول اࠍ੅؇م. ؇ዛኤ؇َ؇ਃಸ ᄎც݁ލ؇ر دون ۰ਃ಻ّأ؇و ًݱިرة
ྵฺ؇෠ູ ༟ڎم ۰੊و݁أ؇ࠍ اܳٴ٭؇َ؇ت ۊݱިݬ٭۰ আॻ༟ اࠍ੆ڰ؇ظ ؕ݁ ،݆݁৙৑ا ዛኞ݄۠؇ت ሒᇃاܳٺأ؇و اܳٺྡྷٴޝّ ݆݁ ۰༟ّިزৎ৊ا ا৙৑ނ٭؇ء ೑಻ଫଐَإ
আॻ༟ ᕛ ّมฃ݁ٴ ا৙৑ނ٭؇ء، ೑಻ଫଐَإ ዛኞ݄۠؇ت اܳڰ٪؇ت ݁ٺأڎّد ይዧٺྡྷٴޝّ ا༡ިৎ৊ڎّ ይዧٺأ޺ّ޾ إޗ؇ر و۱ި FedShield، إޗ؇ر وَگଫଐح ا৙৑ۏ۳ݞة.
਍ಾڰ٭ڍ ّ ቕቆ وڢڎ ا৕৑ۊڰ؇ء. আॻ༟ ۰ஓ୴؇ڢ آ݆݁ ᆇ໶໢٭ؕ وآܳ٭۰ Averaging، Federated وۊިارز݁٭۰ اܳأ݄٭ݑ، ይዧٺأ޺ّ޾ ۊڰ٭ژ ݁ݱٷژّ
۰༟ّިزৎ৊ا TON_IoT ਃಸ؇َ؇ت ۰༟ިᆇ୞୘ আॻ༟ وّگ٭٭݄۬ Flower، و݁ܝٺٴ۰ TensorFlow ً؇ݿٺ༱ڎام Python ًܹ؞۰ ا৕৑ޗ؇ر ۱ڍا
আॻ༟ ا୒ୖ݄۠؇ت ܋ލژ ሒᇭ ؇ً࿌ިڢ ً أداء ොຬگّݑ اৎ৊گଫଐح ا৕৑ޗ؇ر أن اܳٺ۠ݠ཯ྟ٭۰ ༇຀؇اܳٷٺ ّޙ۳ُݠ .ྵฺ؇༶݁ٺ ଫଃ༚ لؕ ਐಸިز ఈఃᆇᅦء আॻ༟
আॻ༟ ይዧگ٭؇س ᄭᄥً؇ڢ ၯ၍ڰ۰ دون ا৕৑ۊڰ؇ء আॻ༟ ቕሶ؇اܳگ ݆݁৚৑ا اܳٺ݄۠٭ؕ ༇ံد ஓ୷ܝ݆ وأَ۬ TON_IoT، ܳٴ٭؇َ؇ت ྵฺ؇༶݁ٺ ଫଃ༚ لؕ ّިز
আॻ༟ اࠍ੆ڰ؇ظ ؕ݁ ا৙৑ނ٭؇ء ೑಻ଫଐَإ ሒᇭ ጵّ጑اܳྥފ ܋ލژ ৙৑َޙ۰݄ ݁ިٔިڢ۰ ً ܳٴٷ۰ ஓُټܭّ ୷ ا༡ިৎ৊ڎّ اܳٺأ޺ّ޾ أن اܳأ݄ܭ ۱ڍا ᄕّცلޝ و ا৙৑داء.

اࠍ੅ݱިݬ٭۰.
আॻ༟ اࠍ੆ڰ؇ظ آܳ٭ّ؇ت ا༡ިৎ৊ڎّ؛ اܳٺأ޺ّ޾ اܳྥފጵّ጑؛ ܋ލژ َޙ؇م ا৙৑ނ٭؇ء؛ ೑಻ଫଐَإ أ݆݁ ا৙৑ނ٭؇ء؛ ೑಻ଫଐَإ اिऻء׫ոؼמ١: اڤոஈ࿦࿮ت

TON_IoT. اࠍ੅ݱިݬ٭۰؛
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1 Introduction

Introduction

Context

The Internet of Things (IoT) has become one of the most influential technological develop-
ments of the past two decades. Its scope extends far beyond traditional computing, con-
necting billions of physical objects, sensors, and embedded systems into a single global
infrastructure [1]. These connected devices are now used in smart homes, healthcare, trans-
portation, smart cities, and industrial automation, where they continuously generate and
exchange large volumes of data. As a result, IoT has gradually transformed entire sectors of
the economy and introduced new ways of monitoring, controlling, and automating physical
environments.

However, this rapid expansion has also enlarged the attack surface. IoT devices are
typically deployed in uncontrolled environments, have limited computational and memory
resources, and are produced by many vendors with very different security practices. This
combination makes them attractive and often easy targets for cyber-attacks. The Mirai
botnet of 2016 [2], as well as many later incidents, showed how vulnerable IoT ecosystems
can be exploited at scale to compromise services and infrastructures around the world. Pro-
tecting IoT systems against such threats has therefore become a major challenge in modern
cybersecurity research.

Among the available defence mechanisms, intrusion detection systems (IDS) play a cen-
tral role: they monitor traffic, detect malicious behaviour, and trigger appropriate responses.
Over time, IDS approaches have evolved from rule-based and signature-based systems to
data-driven systems that rely on machine learning (ML) and, more recently, deep learning
(DL). These methods have shown strong performance on benchmark datasets, but they also
share an important limitation: they usually require centralizing large amounts of network
traffic on a single server or cloud platform. In an IoT context, this assumption is increas-
ingly difficult to satisfy because of bandwidth and energy constraints and because the data
generated by IoT devices often contains sensitive information about users and organizations.

Federated learning (FL) offers a promising alternative [3]. In a federated setting, multiple
devices collaboratively train a shared model under the coordination of a central server while
their raw data remain on the devices themselves. Only model updates are exchanged. This
paradigm is especially attractive for IoT security because it fits the distributed nature of
IoT environments and responds to the growing legal and ethical requirements related to
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personal data protection. The present thesis is positioned at this intersection: it studies how
federated learning can be designed and implemented to enable collaborative and privacy-
preserving prediction of security attacks across distributed IoT devices.

Motivation

Several practical and scientific reasons motivate the work presented in this thesis. From a
practical perspective, IoT devices have already become attractive entry points for attackers,
and this trend is expected to intensify as new applications are deployed in critical sectors such
as healthcare, transportation, and industry. Centralized intrusion detection approaches are
not always able to follow this trajectory: collecting traffic from millions of devices and storing
it in a single location is costly in bandwidth and storage, raises serious privacy concerns, and
is increasingly constrained by data-protection regulations such as the European General Data
Protection Regulation.

From a scientific perspective, federated learning has matured rapidly since its introduc-
tion and has generated a growing body of work dedicated to IoT security. As discussed in
Chapter 2, several recent proposals show that federated learning can reach detection accura-
cies comparable to those of centralized models while keeping data on the devices. However,
most existing works address only one dimension of the problem at a time. Some focus on ac-
curacy on a specific dataset, others study communication efficiency, and only a few explicitly
examine the trade-off between model utility and the formal privacy guarantees that protect
what leaves each device. Moreover, the heterogeneity of IoT environments, where data distri-
butions and device capabilities can vary significantly across clients, is rarely studied together
with privacy.

These observations motivate the development of an integrated framework that combines
federated learning with a privacy-preserving aggregation layer in a way that is realistic for
IoT and that explicitly considers the heterogeneity of the data observed by different clients.
Rather than introducing a new cryptographic primitive or a radically new model, this work
focuses on bringing together known and validated components into a single coherent system
and on evaluating its behaviour on a recent and realistic IoT security dataset.

Research Questions

The general research question that guides this thesis is the following:
How can a federated learning-based framework be designed to enable distributed IoT

devices to collaboratively predict security attacks, while preserving data privacy through
mask-based secure aggregation and handling device heterogeneity, without requiring the
sharing of raw network traffic data?

From this main question, several more specific sub-questions are derived in order to struc-
ture the analytical and experimental parts of the thesis. The first sub-question concerns
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the feasibility of federated learning itself in this context: to what extent can a Federated-
Averaging-based configuration reach strong multi-class detection performance on a realistic
IoT security dataset under non-IID client data? The second sub-question focuses on data
heterogeneity, which is a defining characteristic of real IoT deployments: how does the frame-
work behave under non-IID data distributions across clients, where each client observes a
different mixture of normal and attack traffic, and to what extent does this heterogeneity
affect the convergence and the per-class detection performance of the collaboratively trained
model? The third sub-question concerns privacy: can a mask-based secure-aggregation layer
be integrated into the federated pipeline without measurable loss in detection performance
under the honest-but-curious server threat model adopted in this thesis? The fourth sub-
question concerns the deployability of the framework on resource-constrained IoT devices:
can a lightweight neural classifier achieve strong detection performance while keeping the
computational and communication cost compatible with the constraints of typical IoT hard-
ware? The fifth and final sub-question concerns reproducibility and realism: can the proposed
pipeline be implemented under a production-grade federated learning framework, so that it
remains compatible with realistic deployment scenarios beyond the simulation environment?

Objectives and Scope

The general objective of this thesis is to design, implement, and experimentally evaluate a
federated learning framework dedicated to the collaborative and privacy-preserving predic-
tion of security attacks in IoT environments. To reach this objective, the work pursues three
more specific goals.

First, the thesis aims to consolidate the conceptual foundations of the problem by re-
viewing the main notions of IoT security, machine learning, deep learning, and federated
learning, and by surveying the state of the art in IoT attack prediction. The purpose of this
part is to position the contributions of the work within an existing scientific landscape and
to identify the open challenges that motivate the proposed framework.

Second, the thesis aims to design a federated learning framework that is realistic for
IoT, that supports multi-class attack prediction, and that integrates a mask-based secure-
aggregation mechanism in a coherent way. The design choices are driven by the constraints
of IoT environments, in particular the heterogeneity of clients, the distribution of data across
devices, and the need to keep raw network traffic local.

Third, the thesis aims to validate the proposed framework empirically. The experimental
study is conducted on the TON_IoT dataset [4], which is one of the most representative pub-
lic benchmarks for IoT and Industrial IoT intrusion detection. The framework is evaluated
under a non-IID client partition in a simulated federated setting, with particular attention
to the effect of its mask-based secure-aggregation layer. The scope of the work is therefore
deliberately focused on network-level attack prediction based on flow features, on simulated
federations with a moderate number of clients, and on a single privacy-oriented aggregation
mechanism. Aspects such as Byzantine robustness against malicious clients, fully crypto-
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graphic secure-aggregation protocols, and real-world deployment on physical IoT devices are
considered out of scope and discussed as perspectives for future work.

Contributions of the Thesis

The work presented in this thesis brings several contributions to the field of federated learning-
based intrusion detection for the Internet of Things. These contributions span the conceptual,
methodological, and experimental dimensions of the problem, and together they form a
coherent answer to the research questions formulated above.

The first contribution is a structured review of the state of the art in IoT intrusion
detection, organized along four progressive categories and synthesised through comparative
tables and a taxonomy of federated learning-based intrusion detection systems. This review
identifies the open challenges that motivate the rest of the work.

The second contribution is the design of a federated learning framework, named FedShield,
dedicated to collaborative and privacy-preserving IoT attack prediction. The framework
integrates a lightweight deep learning classifier, Federated Averaging, and a mask-based
secure-aggregation mechanism in a way that explicitly takes into account the heterogeneity
of client data and the resource constraints of IoT devices.

The third contribution is the implementation and the experimental validation of the
framework on a realistic IoT security dataset. The framework is evaluated under a non-
IID partitioning of the data across simulated clients, which makes it possible to assess its
behaviour in a realistic federated setting for IoT intrusion detection.

The fourth contribution empirically verifies that the mask-based secure aggregation layer
can be integrated into the federated pipeline without measurable loss in detection perfor-
mance. This result directly addresses one of the main privacy challenges identified in the
surveyed literature.

Thesis Organization

The remainder of this thesis is organized as follows.
Chapter 1, Foundations of IoT Security and Federated Learning, introduces the theo-

retical foundations on which the work is built. It presents the Internet of Things and its
security challenges, the main types of IoT attacks and intrusion detection systems, the fun-
damentals of machine learning and deep learning, and a detailed presentation of federated
learning, including its architecture, types, aggregation algorithms, and privacy-preserving
mechanisms.

Chapter 2, State of the Art, reviews the existing literature on IoT attack prediction. It
first describes the main benchmark datasets and evaluation metrics, then organizes the liter-
ature into four progressive categories (classical, machine learning-based, deep learning-based,
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and federated learning-based approaches) and concludes with a comparative discussion of
the main open challenges.

Chapter 3, Proposed FedShield Framework, presents the conceptual and architectural
design of FedShield. It describes the framework architecture, the local model, the federated
training procedure, and the privacy-preserving mechanism before any experimental evalua-
tion.

Chapter 4, Implementation and Experimental Evaluation, describes the implementation
environment, the TON_IoT dataset and preprocessing pipeline, the experimental results,
and the comparative discussion with related federated IDS studies.

The final chapter, General Conclusion, summarizes the main contributions of the thesis,
discusses its limitations, and identifies several directions for future work, in particular the
integration of more advanced aggregation algorithms, more sophisticated privacy-preserving
protocols, and the deployment of the framework on real IoT hardware.
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Chapter 1

Foundations of IoT Security and
Federated Learning

1.1 Introduction

The rapid expansion of the Internet of Things (IoT) has transformed the way people, devices,
and systems interact. Billions of connected objects, ranging from smart home appliances
and wearable health monitors to industrial sensors and autonomous vehicles, now generate
and exchange data continuously over global networks [1]. While this connectivity enables
unprecedented automation and efficiency, it also introduces serious security concerns. IoT
devices are often resource-constrained, deployed in uncontrolled environments, and exposed
to a wide variety of cyber-attacks, which makes them a highly attractive target for malicious
actors.

Traditional security solutions, such as signature-based intrusion detection systems, are
no longer sufficient to cope with the scale, diversity, and evolving nature of IoT threats.
Consequently, researchers have turned to machine learning (ML) and deep learning (DL)
methods to build more adaptive and intelligent attack prediction systems [5]. However,
these approaches typically rely on centralizing data at a single server or cloud platform, which
raises privacy concerns and creates performance bottlenecks. To address these limitations,
Federated Learning (FL) has recently emerged as a promising paradigm that enables multiple
devices to collaboratively train a shared model without exchanging their raw data [3].

This chapter introduces the fundamental concepts that form the basis of our work. We
first present an overview of the Internet of Things, its architecture, applications, and security
challenges. We then describe the main categories of IoT attacks and the role of intrusion
detection systems. The next section reviews the essential notions of machine learning and
deep learning, with a focus on the techniques most relevant to security analytics. The chapter
ends with a detailed presentation of federated learning, its architecture, types, aggregation
algorithms, and privacy-preserving mechanisms.
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1.2 Internet of Things (IoT)

1.2.1 Definition and Characteristics

The Internet of Things extends the reach of the Internet beyond traditional computing
devices to include physical objects encountered in everyday life. The term was introduced
in the context of supply-chain management through Radio-Frequency Identification (RFID)
technology [6]. Since then, the concept has evolved substantially with the emergence of
low-cost sensors, low-power communication protocols, and cloud computing platforms.

IoT is defined as a global infrastructure for the information society that enables advanced
services by interconnecting physical and virtual things through interoperable information
and communication technologies [7]. In practical terms, IoT refers to a network of con-
nected devices capable of collecting, exchanging, and acting upon data with minimal human
intervention [1].

The main characteristics that distinguish IoT from traditional networked systems are:

• Heterogeneity: IoT devices differ widely in terms of hardware capabilities, operating
systems, communication protocols, and data formats.

• Large scale: The number of connected devices is expected to exceed tens of billions,
generating massive volumes of data.

• Resource constraints: Many IoT devices have limited computational power, memory,
battery life, and bandwidth.

• Dynamic environment: Devices frequently join, leave, or change location within the
network.

• Context-awareness: IoT systems often rely on sensing the environment to provide per-
sonalized or adaptive services.

Figure 1 represents the main components of a generic IoT ecosystem and shows how
connected devices, gateways, and cloud services interact. This visual overview helps connect
the definition of IoT with the architectural layers discussed next.
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Figure 1. Conceptual IoT ecosystem (adapted from [8]).

1.2.2 IoT Architecture

Although no single reference architecture is universally adopted, most IoT systems are de-
scribed through a layered model. The most common representations include three, four, or
five layers [9]. We present here the widely used three-layer architecture and briefly mention
its extensions.

Perception Layer (Sensing Layer). This is the lowest layer, responsible for interacting with
the physical world. It comprises sensors, actuators, RFID tags, and other data acquisition
devices. The main function of this layer is to collect data about the environment (such as
temperature, humidity, motion, or location) and to perform basic actions through actuators.

Network Layer. This layer handles the transmission of data between the perception layer
and upper layers. It relies on a variety of wired and wireless communication technologies,
including Wi-Fi, Bluetooth, Zigbee, LoRa, 4G/5G, and the Internet. The network layer is
also responsible for routing, addressing, and ensuring reliable data delivery.

Application Layer. This is the topmost layer, where data is processed, analyzed, and
delivered to end users through specific applications and services. Examples include smart
home platforms, healthcare monitoring systems, and industrial dashboards.

More detailed architectures add two intermediate layers: the middleware layer, which
manages device discovery, data aggregation, and service composition, and the business layer,
which handles the overall management of the IoT system, including business models and
user privacy [9]. As illustrated in Figure 2, the five-layer model refines the basic three-layer
view by separating processing and management functions more explicitly.
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(a) Three-layer IoT architecture. (b) Five-layer IoT architecture.

Figure 2. Three-layer and five-layer IoT architectures (adapted from [8]).

1.2.3 IoT Application Domains

IoT has penetrated nearly every sector of modern life. Among its most prominent application
domains, we mention:

• Smart homes: Connected thermostats, lighting systems, security cameras, and voice
assistants improve comfort, energy efficiency, and home security.

• Healthcare: Wearable devices and remote monitoring systems enable continuous track-
ing of vital signs, early detection of health problems, and personalized treatment.

• Smart cities: IoT is used to optimize traffic flow, manage waste collection, monitor air
quality, and enhance public safety.

• Industrial IoT (IIoT): Sensors and actuators deployed in factories enable predictive
maintenance, real-time monitoring, and automation of production lines.

• Agriculture: Smart farming uses soil sensors, drones, and weather stations to optimize
irrigation, fertilization, and crop yield.

• Transportation: Connected vehicles, traffic sensors, and logistics tracking systems im-
prove mobility, safety, and supply chain efficiency.

1.2.4 IoT Communication Protocols

Communication protocols form the backbone of any IoT system, as they define how devices
exchange data with each other and with gateways or cloud servers. Because of the diversity
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of IoT applications and the strict resource constraints of end devices, no single protocol fits
all scenarios. Instead, IoT ecosystems rely on a layered stack of protocols that can be broadly
classified according to their role in the communication process [9].

Infrastructure and network protocols. At the network layer, IPv6 and its lightweight
adaptation for constrained devices, 6LoWPAN, enable end-to-end addressing of billions of
devices. Routing is often handled by RPL (Routing Protocol for Low-Power and Lossy
Networks), which is specifically designed for networks of small, battery-powered nodes.

Short-range wireless protocols. For local communication, IoT devices rely on a range
of wireless technologies. IEEE 802.15.4 underpins low-power personal area networks and
is used by standards such as Zigbee and Thread. Bluetooth Low Energy (BLE) provides
short-range, low-energy communication typical of wearables and smart home sensors. Wi-
Fi remains the most common choice for devices that require higher bandwidth, such as IP
cameras and smart speakers.

Long-range and cellular protocols. For wide-area deployments, Low-Power Wide-Area
Network (LPWAN) technologies such as LoRaWAN, Sigfox, and NB-IoT enable commu-
nication over several kilometres with very low energy consumption. Cellular technologies
(4G LTE-M, 5G) are increasingly used for mobile or bandwidth-intensive IoT applications,
including connected vehicles and industrial monitoring.

Application-layer protocols. At the top of the stack, several lightweight messaging pro-
tocols have been designed for IoT. The Message Queuing Telemetry Transport (MQTT)
protocol uses a publish–subscribe model and is widely adopted in smart home and industrial
applications. The Constrained Application Protocol (CoAP) offers a REST-like interaction
model optimized for constrained devices. The Advanced Message Queuing Protocol (AMQP)
and the Extensible Messaging and Presence Protocol (XMPP) are also used in certain IoT
scenarios, especially when interoperability with existing enterprise systems is required.

From a security perspective, the diversity of IoT protocols is a double-edged sword. On
the one hand, it allows designers to choose the most appropriate technology for each use
case. On the other hand, it multiplies the attack surface because each protocol has its own
weaknesses, and many IoT implementations disable encryption or authentication to save
resources. Attacks such as MQTT topic hijacking, CoAP amplification, and the exploitation
of weak BLE pairing mechanisms illustrate the operational impact of these vulnerabilities.
The federated learning framework proposed in this thesis is designed to be protocol-agnostic
because it operates on traffic features extracted from devices regardless of the underlying
communication technology. Figure 3 shows the layered protocol stack typically encountered
in IoT deployments and clarifies where these protocol-level risks arise.



11 Foundations of IoT Security and Federated Learning

Figure 3. IoT communication protocol stack (adapted from [8]).

1.2.5 IoT Security Requirements and Challenges

Security in IoT is not simply an extension of traditional network security. The unique char-
acteristics of IoT, namely heterogeneity, scale, and resource constraints, introduce specific
requirements and challenges [10].

The main security requirements of IoT systems can be summarized as follows:

• Confidentiality: Sensitive data collected or transmitted by IoT devices must be pro-
tected against unauthorized disclosure.

• Integrity: Data must not be altered during transmission or storage without detection.

• Availability: IoT services must remain accessible to legitimate users, even in the presence
of attacks such as denial of service.

• Authentication: Devices and users must be correctly identified before being granted
access to the system.

• Authorization: Access to resources must be controlled according to defined policies.

• Privacy: Personal and sensitive information must be protected against inappropriate
collection, use, or sharing.



12 Foundations of IoT Security and Federated Learning

Despite these requirements, IoT systems face several security challenges:

• Limited computational resources make it difficult to deploy strong cryptographic proto-
cols on small devices.

• Heterogeneity complicates the design of uniform security mechanisms across different
platforms and vendors.

• Large attack surface: The enormous number of devices and communication links in-
creases the number of potential entry points for attackers.

• Lack of standardization in security practices leads to inconsistent protection levels.

• Long device lifespan means that many devices remain in operation for years without
firmware updates or patches.

• Physical exposure: Many IoT devices are deployed in public or unmonitored locations,
making them vulnerable to physical tampering.

These challenges motivate the need for advanced, adaptive, and scalable security solutions,
which is the main focus of this thesis.

1.3 IoT Security Attacks

1.3.1 Attack Classification

IoT attacks can be classified according to several criteria, such as the target layer of the
IoT architecture, the attack objective, or the attacker’s level of access [11]. A common
classification distinguishes attacks based on the architectural layer they target:

• Perception-layer attacks target physical devices and sensors. Examples include node
tampering, malicious code injection, and eavesdropping on sensor data.

• Network-layer attacks exploit vulnerabilities in communication protocols and routing
mechanisms. Typical examples are denial of service (DoS), unwanted scanning attacks,
and Sybil attacks.

• Application-layer attacks target software applications and services, including code in-
jection, malicious scripts, and unauthorized access.

Another common classification separates attacks into passive attacks (the attacker only ob-
serves the system, for instance through eavesdropping) and active attacks (the attacker
modifies or disrupts the system’s behaviour).
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1.3.2 Common IoT Attack Types

We describe below some of the most frequent and impactful attacks observed in IoT envi-
ronments.

Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) attacks. In these at-
tacks, the attacker overwhelms the target device or service with a large volume of requests or
traffic, causing it to become unavailable to legitimate users. In a DDoS attack, the attack is
launched from multiple compromised devices (often IoT devices themselves). DDoS attacks
are particularly dangerous in IoT due to the huge number of vulnerable devices that can be
recruited into botnets [2].

Man-in-the-Middle (MITM) attacks. The attacker secretly intercepts and possibly mod-
ifies communications between two parties who believe they are directly communicating with
each other. In IoT, MITM attacks are facilitated by the use of unsecured wireless communi-
cation channels and weak authentication.

Botnet attacks. A botnet is a network of compromised devices controlled remotely by an
attacker. The Mirai botnet, which first appeared in 2016, infected hundreds of thousands of
IoT devices and was used to launch massive DDoS attacks against major Internet services [2,
12]. Variants of Mirai and similar botnets continue to pose a major threat to IoT ecosystems.

Sybil attacks. The attacker creates multiple fake identities (Sybil nodes) to gain a dis-
proportionate influence on the network. Sybil attacks can disrupt routing, voting, and data
aggregation mechanisms.

Sinkhole and wormhole attacks. In a sinkhole attack, a malicious node attracts traffic
from its neighbours and then drops or manipulates it. In a wormhole attack, two colluding
nodes create a tunnel to transmit packets from one location in the network to another,
bypassing normal routing.

Replay attacks. The attacker captures legitimate messages and retransmits them later
to deceive the receiver into performing unauthorized actions.

Malware and ransomware. Malicious software can infect IoT devices, steal data, or render
them inoperable until a ransom is paid.

Data injection and spoofing attacks. The attacker injects false data into the network
or impersonates a legitimate device to mislead the system. Figure 4 presents a high-level
taxonomy of these common IoT attack categories and prepares the transition to intrusion
detection mechanisms.
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Figure 4. Taxonomy of common IoT security attacks (adapted from [54]).

1.3.3 Intrusion Detection Systems (IDS)

An Intrusion Detection System is a security mechanism designed to detect unauthorized or
malicious activities within a network or a host. In the IoT context, IDSs play a critical role
in identifying attacks in real time and triggering appropriate responses [13].

IDSs are generally categorized along two main axes: the detection method and the de-
ployment strategy.

Detection methods. Two main approaches exist:

• Signature-based detection relies on a database of known attack patterns (signatures).
Incoming traffic is compared against these signatures, and a match triggers an alert.
This approach achieves high accuracy for known attacks but fails to detect new or
zero-day attacks.

• Anomaly-based detection builds a model of normal system behaviour and flags any
deviation as a potential attack. This approach can detect previously unseen attacks but
typically produces more false positives.

Hybrid approaches combining both methods also exist and aim to balance detection accuracy
and false-alarm rates.

Deployment strategies. IDSs can be deployed at different locations:

• Host-based IDS (HIDS): installed on individual devices, monitoring their local activities.

• Network-based IDS (NIDS): deployed at strategic points in the network to monitor
traffic.
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• Distributed IDS: composed of multiple cooperating nodes that share information to
improve detection.

With the growing complexity of IoT attacks, machine learning and deep learning have become
central to the design of modern anomaly-based IDSs, as discussed in the following sections.

1.4 Machine Learning and Deep Learning Fundamen-
tals

1.4.1 Machine Learning Overview

Machine learning is a subfield of artificial intelligence concerned with the development of
algorithms that allow computers to learn from data without being explicitly programmed
for every task. A classic definition describes it as the field of study that gives computers the
ability to learn without being explicitly programmed [14].

In practice, a machine learning system is trained on a set of examples (the training
data) and produces a model that can make predictions or decisions on new, unseen data.
The quality of the model is evaluated on a separate set of examples (the test data) using
appropriate performance metrics [15].

Machine learning has been successfully applied in many domains, including image recog-
nition, natural language processing, medical diagnosis, financial forecasting, and, of course,
cybersecurity [16].

1.4.2 Supervised, Unsupervised, and Reinforcement Learning

Machine learning algorithms are traditionally classified into three main categories, depending
on the type of data and the learning signal used.

Supervised learning. The training data consists of pairs of inputs and their corresponding
expected outputs (labels). The algorithm learns a mapping from inputs to outputs, which
it can then apply to new inputs. Two main tasks fall under this category:

• Classification, where the output is a discrete class label (for example, “normal” vs.
“attack”).

• Regression, where the output is a continuous value (for example, predicting a sensor
reading).

Popular supervised algorithms include Decision Trees, Random Forests, Support Vector Ma-
chines (SVM), k-Nearest Neighbors (k-NN), and Neural Networks [15].

Unsupervised learning. The training data consists only of inputs, without any labels.
The algorithm seeks to discover hidden structures or patterns in the data. Typical tasks
include:
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• Clustering, which groups similar examples together (for example, k-means, DBSCAN).

• Dimensionality reduction, which projects data into a lower-dimensional space (for ex-
ample, Principal Component Analysis).

• Anomaly detection, which identifies examples that deviate from normal patterns, a task
particularly relevant to intrusion detection.

Reinforcement learning. An agent interacts with an environment and learns through
trial and error. It receives rewards or penalties based on its actions and aims to maximize
the cumulative reward over time. Reinforcement learning has been applied to game playing,
robotics, and autonomous systems [17]. Figure 5 summarizes the major machine-learning
paradigms discussed in this subsection and highlights the place of supervised attack classifi-
cation within the broader ML landscape.

Figure 5. Taxonomy of machine-learning paradigms (adapted from [55]).

1.4.3 Artificial Neural Networks

An Artificial Neural Network (ANN) is a computational model inspired by the biological
neural networks of the human brain. It consists of interconnected processing units called
neurons, organized in successive layers: an input layer, one or more hidden layers, and an
output layer [18]. Each artificial neuron receives a set of inputs, computes a weighted sum,
adds a bias term, and applies a non-linear activation function to produce the output given
in (1):

y = f

(∑
i

wixi + b

)
(1)

where xi are the inputs, wi are the weights, b is the bias, and f is the activation function.
Common activation functions include the sigmoid, the hyperbolic tangent (tanh), and the
Rectified Linear Unit (ReLU).
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The learning process consists of adjusting the weights and biases to minimize a loss
function that measures the discrepancy between the network’s predictions and the expected
outputs. This is typically achieved through the backpropagation algorithm [19], which com-
putes the gradient of the loss with respect to each parameter, combined with an optimization
method such as stochastic gradient descent.

Neural networks with a single hidden layer are called shallow, while networks with mul-
tiple hidden layers are called deep and form the basis of deep learning [5].

1.4.4 Deep Learning Architectures

Deep learning has revolutionized many areas of artificial intelligence by achieving state-of-
the-art performance in tasks such as image classification, speech recognition, and natural
language understanding. Its success is largely attributed to the ability of deep neural net-
works to automatically learn hierarchical representations of data [5, 20]. Several specialized
architectures have been proposed for different types of data.

Multilayer Perceptron (MLP). The MLP is the simplest form of deep feedforward neural
network. It consists of several fully connected layers, each composed of multiple neurons.
MLPs are suitable for tasks involving structured or tabular data, such as network traffic
features extracted from IoT traffic flows. They serve as a baseline architecture in many
intrusion detection studies.

Convolutional Neural Networks (CNN). CNNs are designed to process data with a grid-
like topology, such as images or time-series signals [21]. A typical CNN architecture is
composed of convolutional layers, pooling layers, and fully connected layers. Convolutional
layers apply learnable filters that detect local patterns, while pooling layers reduce the spatial
dimensions of the feature maps. CNNs have been successfully applied to intrusion detection
by treating network traffic features as matrices or images.

Recurrent Neural Networks (RNN). RNNs are designed to process sequential data by
maintaining an internal state (memory) that captures information about previous inputs.
This makes them well-suited for modeling time-dependent data such as network traffic se-
quences. However, standard RNNs suffer from the vanishing and exploding gradient prob-
lems, which limit their ability to learn long-term dependencies.

Long Short-Term Memory (LSTM). LSTMs are a special type of RNN that address the
limitations of standard RNNs by introducing a gating mechanism [22]. Each LSTM cell
contains three gates, input, forget, and output, which control the flow of information and
allow the network to retain relevant information over long sequences. LSTMs have been
widely used for sequence-based intrusion detection.

Gated Recurrent Units (GRU). GRUs are a simplified variant of LSTMs that combine
the input and forget gates into a single update gate [23]. They offer comparable performance
to LSTMs with fewer parameters and faster training.

Autoencoders. An autoencoder is an unsupervised neural network trained to reconstruct
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its input at its output through a compressed internal representation. Autoencoders are
commonly used for dimensionality reduction and anomaly detection; samples that produce
high reconstruction errors are flagged as anomalies [20]. Figure 6 compares the main deep-
learning architectures used in the literature and shows why different model families are suited
to different traffic representations.

Figure 6. Major deep-learning architectures (adapted from [56]).

Despite their effectiveness, traditional deep-learning models usually require a large
amount of data to be centralized at a single location for training. This centralized paradigm
raises serious concerns in the IoT context, where data are inherently distributed across
many devices and often contain sensitive information. Federated learning has been proposed
to address these concerns.
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1.5 Federated Learning

1.5.1 Definition

Federated learning is a distributed machine-learning paradigm in which multiple clients, such
as IoT devices, smartphones, or organizations, collaboratively train a shared model under the
coordination of a central server without sharing their raw data [3]. The original formulation
was presented in the context of training language models on mobile devices.

The motivations behind federated learning are multiple:

• Privacy preservation: Raw data never leaves the client’s device, which significantly
reduces the risk of data leakage.

• Reduced communication cost: Instead of transmitting large volumes of raw data to a
central server, only model updates (weights or gradients) are exchanged.

• Compliance with regulations: Data protection laws such as the European General Data
Protection Regulation (GDPR) restrict the centralization of personal data. FL offers a
natural way to comply with such regulations [24].

• Exploitation of distributed data: Many real-world datasets are inherently distributed
and cannot be easily centralized for practical, legal, or ethical reasons.

These advantages make federated learning particularly attractive for IoT security, where
data is distributed across millions of devices and often contains sensitive information about
users’ activities [25].

1.5.2 Federated Learning Architecture

A typical federated learning system consists of two main components: a central server (also
called aggregator) and a set of clients. The training process proceeds in successive commu-
nication rounds. In each round, the following steps are performed:

• Initialization: The server initializes a global model with random or pre-trained weights.

• Client selection: At each round, the server selects a subset of available clients to partic-
ipate in training.

• Model distribution: The server sends the current global model to the selected clients.

• Local training: Each selected client trains the received model on its local data for one
or more epochs, producing an updated local model.

• Model update transmission: Each client sends its local model update (weights or gradi-
ents) back to the server.

• Aggregation: The server aggregates the received updates to produce a new global model.
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• Iteration: The previous steps are repeated until convergence or until a predefined num-
ber of rounds is reached.

Figure 7 shows this client–server workflow. It illustrates how local training, model-update
transmission, and server-side aggregation form a repeated learning cycle without centralizing
raw data.

Figure 7. Client–server federated learning architecture (adapted from [24]).

This process allows the global model to benefit from the collective knowledge of all clients
without ever accessing their raw data [3].

1.5.3 Types of Federated Learning

Federated learning systems can be classified according to the way data is partitioned across
clients. Three main categories are usually distinguished [24].

Horizontal Federated Learning (HFL). The datasets held by different clients share the
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same feature space but contain different samples. This is the most common setting and
corresponds, for example, to the case of multiple IoT devices collecting similar types of
network traffic data but from different users or locations.

Vertical Federated Learning (VFL). The datasets held by different clients share the same
sample space but contain different features. This setting is typical of collaborations between
organizations that hold complementary information about the same users (for example, a
bank and an e-commerce platform).

Federated Transfer Learning (FTL). This is used when the datasets differ in both sample
and feature spaces. Transfer learning techniques are applied to bridge the gap between the
different domains.

In the context of IoT security attack prediction, horizontal federated learning is the
most relevant setting, since different IoT devices or gateways typically observe similar types
of features from different subsets of traffic. Figure 8 represents the three main types of
federated learning and clarifies why the horizontal setting matches the data organization
used in this thesis.

Figure 8. Main types of federated learning (adapted from [24]).
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1.5.4 Data Distribution Across Clients: IID and Non-IID Settings

A key assumption that separates federated learning from classical distributed machine learn-
ing is the way training data is distributed across clients. In the simplest theoretical setting,
each client draws its samples independently from the same underlying probability distribu-
tion. This is known as the independent and identically distributed (IID) setting, and many
convergence results in distributed optimization are derived under this assumption [3, 26].

In practical federated learning deployments, this assumption is rarely satisfied. Clients
usually represent different users, devices, or geographic locations, so their local datasets
naturally reflect different behaviours and environments. Such partitions are referred to as
non-IID data, meaning that the data distribution observed by one client can differ from the
distributions observed by other clients. The literature commonly distinguishes three forms
of non-IID behaviour [26–28]. Label skew occurs when clients hold samples from only some
classes, or when class proportions differ strongly from one client to another. Feature skew
occurs when the distribution of input features varies across clients, for example because differ-
ent sensors or deployment environments produce systematically different readings. Quantity
skew occurs when clients hold unequal numbers of samples, which can make some clients
contribute more strongly than others during aggregation.

The non-IID nature of client data is one of the main challenges in federated learning.
It can slow convergence, destabilize training, and bias the global model toward dominant
clients. These effects motivated aggregation algorithms designed for heterogeneous settings,
such as FedProx [29] and FedNova [30], which are discussed in Section 1.5.5.

1.5.5 Aggregation Algorithms

The aggregation step is a core component of federated learning, as it determines how the local
updates from different clients are combined into a new global model. Several aggregation
algorithms have been proposed in the literature.

Federated Averaging (FedAvg). FedAvg is the most widely used aggregation algorithm [3].
After local training, each client k sends its updated weights wk to the server, which computes
a weighted average based on the size of each client’s local dataset as shown in (2):

wt+1 =
∑
k

(nk

n

)
· wt+1

k (2)

where nk is the number of samples on client k, n is the total number of samples across
all participating clients, and K is the number of clients. FedAvg is simple, effective, and
performs well when client data is independent and identically distributed (IID).

Federated Stochastic Gradient Descent (FedSGD). In FedSGD, each client computes the
gradient of the loss function on a mini-batch of its local data and sends this gradient to the
server. The server then performs a single gradient descent step on the global model. FedSGD
exchanges updates more frequently than FedAvg but increases communication cost [3].
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FedProx. FedProx is an extension of FedAvg designed to handle the challenges of client
heterogeneity, particularly non-IID data and variable computational capabilities [29]. It adds
the proximal term shown in (3) to the local objective function to prevent local updates from
drifting too far from the global model:

min
w

Fk(w) +
(µ
2

)
∥w − wt∥2 (3)

where Fk is the local loss function of client k, wt is the current global model, and µ is a
hyperparameter that controls the strength of the proximal term.

Other algorithms. Many other aggregation algorithms have been proposed to address
specific challenges, including FedNova (to handle heterogeneous local updates), SCAFFOLD
(to correct client drift in non-IID settings), and personalized federated learning approaches
that train a distinct model for each client [26].

1.5.6 Privacy-Preserving Techniques

Although federated learning significantly improves privacy compared to centralized learning
by keeping raw data on clients, the shared model updates can still leak sensitive information
[26]. Several complementary techniques have been proposed to further strengthen privacy.

Differential Privacy (DP). Differential privacy is a mathematical framework that pro-
vides a formal privacy guarantee [31]. It ensures that the output of an algorithm remains
approximately the same whether or not any single individual’s data is included in the input.
In federated learning, DP is typically implemented by adding calibrated random noise (e.g.,
Gaussian or Laplace noise) to the model updates before sending them to the server [32].
A DP mechanism is characterized by two parameters, ε (the privacy budget) and δ, which
together quantify the strength of the privacy guarantee. Smaller values of ε correspond to
stronger privacy protection but typically result in reduced model accuracy; this is known as
the privacy–utility trade-off.

Secure Aggregation. Secure aggregation is a cryptographic protocol that allows the server
to compute the sum of clients’ updates without accessing individual updates [33]. It is typ-
ically based on techniques such as secret sharing or masking with pairwise random values.
As a result, the server learns only the aggregated result, which protects each client’s contri-
bution.

Homomorphic Encryption (HE). Homomorphic encryption allows computations to be
performed directly on encrypted data, producing an encrypted result that, once decrypted,
matches the result of the same computations performed on the plain data [34]. In FL, clients
can encrypt their updates before sending them to the server, which can then aggregate them
in the encrypted domain. HE provides strong privacy guarantees but introduces significant
computational overhead.

Secure Multi-Party Computation (SMPC). SMPC protocols allow multiple parties to
jointly compute a function over their inputs while keeping those inputs private [35]. SMPC
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can be used to implement secure aggregation in FL without relying on a trusted server.
These mechanisms are often combined to achieve a suitable balance between privacy,

utility, and efficiency.

1.5.7 Advantages and Challenges

Federated learning offers several key advantages:

• Privacy by design: raw data never leaves the device.

• Lower communication cost: only model updates are transmitted, not raw data.

• Scalability: FL can leverage data from a large number of distributed clients.

• Regulatory compliance: FL naturally aligns with data protection regulations.

However, FL also faces several important challenges [26, 28]:

• Statistical heterogeneity (non-IID data): Client data distributions can vary significantly,
which degrades the performance of standard aggregation algorithms.

• System heterogeneity: Clients differ in computational power, memory, battery, and
network bandwidth, leading to stragglers and drop-outs during training.

• Communication overhead: Even though FL reduces the volume of exchanged data com-
pared to centralized learning, repeated communication rounds can still be costly for
resource-constrained IoT devices.

• Privacy limitations: the exchange of model updates alone does not guarantee full privacy,
which motivates the integration of additional mechanisms such as secure aggregation,
homomorphic encryption, and differential privacy.

These challenges are at the core of current federated learning research and directly moti-
vate the design choices of the framework proposed in this thesis.

1.6 Conclusion

In this chapter, we introduced the fundamental concepts necessary to understand the con-
tributions of this thesis. We first described the Internet of Things, its architecture, applica-
tions, and security requirements, and then reviewed the main types of attacks that threaten
IoT systems and the role of intrusion detection systems in mitigating them. We presented
the foundations of machine learning and deep learning, highlighting the architectures most
commonly used in security analytics. Finally, we provided a detailed overview of federated
learning, including its architecture, types, data-distribution settings, aggregation algorithms,
and privacy-preserving mechanisms. These elements form the theoretical basis upon which
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the rest of the work is built. The next chapter reviews the state of the art in IoT attack
prediction, with a particular focus on federated learning-based approaches.
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Chapter 2

State of the Art

2.1 Introduction

The growing exposure of IoT systems to cyber-attacks has motivated a large body of research
on intrusion and attack detection. Over the years, the field has progressed through three main
waves. The earliest approaches relied on classical rule-based or signature-based techniques.
They were later complemented by machine learning (ML) methods that could discover attack
patterns automatically from network data. More recently, deep learning (DL) methods have
delivered state-of-the-art results by learning hierarchical representations from large volumes
of traffic. However, all of these approaches share a common assumption: that raw network
data can be centralized at a single location for training. In an IoT context, this assumption
is increasingly problematic, both for privacy and for scalability reasons. This has led to
the emergence of a fourth wave of research based on federated learning (FL), in which
collaborative models are trained across distributed IoT devices without exchanging their
raw data.

The purpose of this chapter is to survey the state of the art in IoT attack prediction and
to position our contribution within this landscape. We first describe the main benchmark
datasets and evaluation metrics that are commonly used to train and compare intrusion
detection models. We then review the literature along four progressive categories: classical
techniques, machine learning-based techniques, deep learning-based techniques, and feder-
ated learning-based techniques. The chapter ends with a comparative discussion of existing
work and a summary of the main open challenges, which together motivate the framework
proposed in this thesis.
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2.2 Datasets and Evaluation Metrics

2.2.1 Benchmark Datasets

The quality and realism of the dataset used for training and evaluation has a decisive influence
on the reliability of any intrusion detection system. Over the last years, several benchmark
datasets have been released, each targeting different attack types, network topologies, and
IoT scenarios. We briefly describe the most widely used ones in the context of IoT attack
detection.

N-BaIoT. N-BaIoT is one of the first widely adopted datasets dedicated to IoT botnet
detection [36]. It was produced by infecting nine commercial IoT devices in a controlled lab-
oratory with two well-known malware families, Mirai and BASHLITE. For each device, the
authors extracted 115 statistical features computed from sliding time windows of network
traffic. The dataset contains both benign traffic and malicious flows generated by ten differ-
ent attack types, which allows both binary anomaly detection and fine-grained multi-class
classification.

CICIDS2017. CICIDS2017 is a general-purpose intrusion-detection dataset generated
over five days of realistic network activity [37]. It contains benign flows modelled on 25
simulated users and a variety of attacks such as DoS, DDoS, brute-force, SQL injection, infil-
tration, port scans, and botnet traffic. Flow-level features are extracted with CICFlowMeter,
producing more than 80 features per flow, which makes the dataset suitable for both classical
ML and deep learning pipelines.

Bot-IoT. The Bot-IoT dataset was designed to reflect realistic IoT traffic mixed with
botnet-based attacks, including DoS, DDoS, reconnaissance (OS and service scans), keylog-
ging, and data exfiltration [38]. It was generated on a testbed built at UNSW Canberra
that combines legitimate and simulated IoT devices. The dataset is large (tens of millions of
records in its raw form) and is typically used in a reduced form of about 5% of the original
data for machine learning experiments.

TON_IoT. The TON_IoT dataset extends the Bot-IoT line of work by integrating het-
erogeneous data sources, including telemetry from IoT and Industrial IoT sensors, operating-
system logs (Windows and Linux), and network-traffic captures [4]. It covers a wide range
of attacks (DoS/DDoS, ransomware, data injection, MITM, password cracking, scanning,
XSS, and backdoor), making it particularly suitable for evaluating IDSs in more complex
IoT/IIoT environments.

CICIoT2023. CICIoT2023 is one of the most recent large-scale benchmark datasets for
IoT security [39]. It was collected in a realistic testbed of 105 physical IoT and network
devices and contains 33 different attacks grouped into seven classes: DDoS, DoS, reconnais-
sance, web-based attacks, brute force, spoofing, and Mirai-based attacks. Because of its
scale, diversity, and realism, it has rapidly become a reference dataset for evaluating both
centralized and federated intrusion detection approaches.

In addition to these datasets, older resources such as NSL-KDD and KDD Cup 99 are
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still used for comparison purposes, even though they no longer reflect the characteristics
of modern IoT traffic. The choice of dataset is a key design decision because it strongly
affects generalization: a model trained on a dataset that does not reflect the deployment
environment can achieve very high accuracy in the laboratory yet fail in the field.

Table I presents the benchmark datasets most frequently used in IoT intrusion-detection
research.

Table I: Benchmark IoT intrusion-detection datasets
Dataset Main Characteristics Approx. Scale Typical Use

N-BaIoT [36] Benign and
Mirai/BASHLITE
botnet traffic collected
from 9 commercial IoT
devices with 115
statistical features

10 attack types Binary and multi-class
botnet detection

CICIDS2017 [37] Five days of realistic
enterprise traffic with
benign behaviour and
diverse attacks
extracted with
CICFlowMeter

80+ flow features General
intrusion-detection
benchmarking

Bot-IoT [38] Realistic IoT traffic
mixed with botnet
attacks including DoS,
DDoS, reconnaissance,
keylogging, and
exfiltration

Tens of millions of records Large-scale botnet and
attack classification

TON_IoT [4] Heterogeneous
telemetry,
operating-system logs,
and network traffic
covering IoT and IIoT
attacks

22.5M network-flow records Multi-source IoT/IIoT
intrusion detection

CICIoT2023 [39] Large-scale realistic
testbed with 105 IoT
and network devices
and 33 attack types

33 attacks in 7 classes Modern large-scale IoT
attack benchmarking

2.2.2 Evaluation Metrics

Assessing the performance of an intrusion detection system requires a combination of metrics
that jointly capture detection quality and efficiency. The most commonly used metrics can
be grouped into three categories.
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Classification metrics. These metrics measure the ability of the model to correctly classify
normal and malicious samples. They are derived from the confusion matrix, which counts
true positives (TP), true negatives (TN), false positives (FP), and false negatives (FN).

• Accuracy.
Accuracy =

TP + TN
TP + TN + FP + FN (4)

It reflects the overall correctness of the model but can be misleading when classes are
imbalanced, which is common in intrusion detection.

• Precision.
Precision =

TP
TP + FP (5)

It measures the proportion of predicted attacks that are truly malicious, and is a key
indicator of false-alarm control.

• Recall (or Detection Rate).
Recall = TP

TP + FN (6)

It indicates how many of the actual attacks are correctly detected.

• F1-score.
F1-score =

2× Precision × Recall
Precision + Recall (7)

It provides a harmonic mean of precision and recall and is the most informative single
metric for imbalanced attack detection.

• Macro F1-score.

Macro F1-score =
1

N

N∑
i=1

F1-scorei (8)

where N represents the number of classes and F1-scorei denotes the F1-score computed
for class i. This metric assigns equal importance to all classes by averaging their indi-
vidual F1-scores, making it particularly suitable for evaluating imbalanced multiclass
attack detection scenarios.

Efficiency metrics. In the IoT context, the ability to detect attacks quickly and with
limited resources is as important as raw accuracy. Relevant efficiency metrics include training
time, inference (detection) latency per sample, model size (number of parameters), and
memory footprint. These metrics are especially critical when deploying detection models
directly on resource-constrained IoT devices.

Federated learning-specific metrics. Federated settings introduce additional performance
dimensions that centralized approaches do not capture.

• Communication cost. Usually measured as the total number of bytes exchanged between
clients and server, or the number of communication rounds needed to reach a target
accuracy. This is a central concern for bandwidth-constrained IoT deployments.



30 State of the Art

• Convergence speed. The number of rounds required for the global model to stabilize,
which strongly depends on the aggregation algorithm and on the degree of data hetero-
geneity across clients.

• Privacy metrics. When differential privacy is used, the privacy budget (ε, δ) charac-
terizes the strength of the privacy guarantee. In cryptographic approaches, security is
typically evaluated against a formal threat model (e.g., honest-but-curious server, col-
luding clients). Empirical privacy can also be measured through the success rate of
membership-inference and reconstruction attacks against the trained model.

• Robustness to heterogeneity. The accuracy degradation observed when moving from
IID to non-IID client data distributions is often reported, as it quantifies how well an
FL approach adapts to realistic device heterogeneity.

A meaningful comparison of IoT attack prediction systems therefore requires reporting not
only classification metrics but also communication and privacy costs, especially when feder-
ated learning is considered.

2.3 Literature Review

Following the pattern observed in the broader intrusion detection literature, we organize this
review in four progressive categories. The first two (classical and machine learning-based
techniques) summarize the background against which modern systems are built. The third
category (deep learning) represents the current centralized state of the art. The fourth
category (federated learning) contains the work most directly related to our contribution.

2.3.1 Classical Techniques

Classical intrusion detection systems rely on predefined signatures or expert rules to identify
malicious traffic. Well-known open-source systems such as Snort and Suricata exemplify this
approach: each incoming packet is compared against a database of known attack patterns,
and a matching rule triggers an alert. Signature-based systems offer high precision on known
attacks, low false-alarm rates on the patterns they cover, and are easy to interpret by human
analysts [13].

However, these systems have three well-documented limitations that become particularly
severe in IoT environments. First, they cannot detect zero-day attacks, i.e., attacks whose
signatures are not yet in the database. Second, maintaining an up-to-date signature database
for the heterogeneous and rapidly evolving landscape of IoT malware is costly and error-
prone. Third, many IoT devices have insufficient computational resources to run a full
signature-matching engine locally. As shown in [2], the ease with which variants of the
Mirai botnet circumvent classical rule sets highlights the structural insufficiency of signature-
based detection for IoT. These limitations motivated the shift to learning-based approaches.
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Table II summarizes representative classical IDS platforms and their main limitations in IoT
settings.

Table II: Classical signature-based IDSs for IoT
System / Approach Detection Method Strengths Limitations in IoT

Snort Rule /
signature-based

Mature, high
precision on known
attacks

Heavy rule base, poor
on zero-day, high
resource cost

Suricata Rule / signature +
multi-threaded

Better throughput
than Snort, supports
scripting

Still
signature-dependent,
not suited for
constrained devices

Bro / Zeek Protocol analysis,
policy-based

Deep protocol
visibility, flexible
scripting

Requires powerful
hardware, limited IoT
protocol support

OSSEC (HIDS) Log analysis,
host-based rules

Lightweight per-host
monitoring

Needs log access on
each device, weak for
network-level IoT
attacks

2.3.2 Machine Learning-based Techniques

Machine-learning-based intrusion-detection systems learn attack patterns directly from la-
belled or unlabelled traffic data, which makes them more adaptable than rule-based ap-
proaches. An early but still influential survey is presented in [16], which reviews algorithms
such as decision trees, random forests, Support Vector Machines (SVMs), Naive Bayes, and
k-Nearest Neighbors (k-NN). In the specific context of IoT, a number of studies have applied
these classical ML algorithms to benchmark datasets.

For example, the study introducing Bot-IoT [38] evaluated several ML classifiers, in-
cluding SVMs and recurrent neural networks, and showed that ensemble methods and shal-
low deep models can achieve very high detection rates on botnet traffic, albeit with long
training times and substantial feature engineering. Similarly, early work on the N-BaIoT
dataset demonstrated that anomaly-based methods can separate benign from malicious IoT
traffic with high accuracy once informative statistical features are extracted from packet
streams [36].

Despite these encouraging results, classical ML methods share two important limitations
in the IoT setting. First, they rely heavily on handcrafted features, whose design requires
substantial domain expertise and is hard to transfer across datasets. Second, their perfor-
mance tends to degrade on complex attacks that require capturing temporal or sequential
patterns in the traffic, which is precisely where deep learning becomes advantageous. Ta-
ble III summarizes representative ML-based studies and their reported performance.
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Table III: Machine-learning approaches for IoT intrusion detection
Reference Algorithm(s) Dataset Reported

Performance

[16] Survey of DT, RF,
SVM, NB, k-NN,
ANN

Multiple (KDD,
NSL-KDD, etc.)

Summarizes accuracy
ranges of 85–99%
depending on attack
type

[36] Statistical features +
anomaly scoring

N-BaIoT (Mirai,
BASHLITE)

TPR ≈ 100%, very
low FPR on 9 IoT
devices

[38] SVM, RNN, LSTM
baselines

Bot-IoT Accuracy > 99% for
DoS/DDoS after
feature reduction

[37] Random Forest with
feature selection

CICIDS2017 Best F1 reported
with RF on
top-selected features

2.3.3 Deep Learning-based Techniques

The success of deep learning in image recognition and natural language processing [5] has
naturally extended to intrusion detection. Deep models reduce the need for handcrafted
features, learn hierarchical representations of traffic, and scale well with the volume of data,
which makes them particularly attractive for IoT security analytics.

A foundational contribution to IoT attack detection using deep learning is reported in [36].
That study trained a deep autoencoder per device on benign traffic only and flagged as
anomalous any sample whose reconstruction error exceeded a device-specific threshold. The
approach achieved a true-positive rate close to 100% while keeping the false-positive rate
low, and became a reference example for unsupervised deep anomaly detection in IoT.

Subsequent works have explored a wider range of architectures. Convolutional Neural
Networks (CNNs) have been applied to the classification of attack flows after reshaping traf-
fic features into image-like tensors, sometimes combined with recurrent layers to capture
temporal dependencies. Long Short-Term Memory (LSTM) networks [22] and Gated Recur-
rent Units (GRUs) have been widely adopted to model traffic as sequences, showing strong
performance on slow, long-lasting attacks such as Advanced Persistent Threats and certain
DDoS patterns. Hybrid architectures combining CNNs with LSTMs or Bidirectional LSTMs
have been reported to achieve accuracies above 98% on datasets such as N-BaIoT, Bot-IoT,
and TON_IoT.

However, these centralized deep-learning approaches share an important structural lim-
itation: they assume that a large, representative training dataset is available on a central
server. In IoT, this raises three concerns. First, transferring massive traffic logs from mil-
lions of devices to a cloud server is costly in bandwidth and energy. Second, raw traffic
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can carry sensitive information about users’ activities. Third, legal frameworks such as the
GDPR restrict the centralization of personal data. These issues motivated the exploration
of federated learning for IoT security, which is the focus of the next subsection. Table IV
summarizes representative centralized deep-learning studies and their main limitations.

Table IV: Centralized deep-learning approaches for IoT intrusion detection
Reference Architecture Dataset Key Results /

Limitation

[36] Deep Autoencoders
(per device)

N-BaIoT TPR ≈ 100%;
unsupervised, but
needs one model per
device

[38] LSTM / RNN
baselines

Bot-IoT Very high accuracy;
heavy training on full
dataset

Hybrid CNN-LSTM
works

CNN + LSTM /
Bi-LSTM

N-BaIoT, Bot-IoT,
TON_IoT

Accuracy > 98%;
large models,
centralized training

Centralized DL
(general)

DNN / CNN / GRU CICIDS2017,
CICIoT2023

State-of-the-art
accuracy; privacy and
bandwidth concerns

2.3.4 Federated Learning-based Techniques for IoT Security

Following the introduction of FedAvg [3], federated learning has been rapidly adopted as
a framework for collaborative security analytics. In the IoT domain, several seminal and
recent works illustrate the main directions of current research.

Taxonomy of FL-based IDS in IoT. Before reviewing individual systems, it is useful to
organize the field around a taxonomy that captures the main design axes shared by current
proposals. Drawing on the surveys in [40–42], we identify five complementary dimensions
along which an FL-based IDS for IoT can be characterized.

• Federation architecture. Most proposals follow the classical client–server architecture
inherited from FedAvg, where a central server aggregates model updates from IoT clients.
Variants include hierarchical (edge–fog–cloud) architectures, in which an intermediate
fog layer aggregates updates from groups of nearby devices before forwarding them
to the cloud, and decentralized peer-to-peer architectures, in which devices exchange
updates directly without a central server.

• Data partitioning. The setting can be horizontal (clients share the same feature space
but hold different samples), vertical (clients hold different features about the same enti-
ties), or based on federated transfer learning. For IoT attack detection, the horizontal
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setting is by far the most common, as different devices or gateways observe similar
traffic features from different subsets of users.

• Local model family. FL-based IDS systems differ in the type of local model trained on
each device. Three main families appear in the literature: (a) fully connected DNN
/ MLP classifiers trained on flow features; (b) recurrent models (RNN, GRU, LSTM)
that treat traffic as sequences; and (c) autoencoder-based anomaly detectors that flag
samples with high reconstruction error. Hybrid CNN-LSTM models form a fourth, less
common, category.

• Aggregation strategy. FedAvg remains the default aggregation rule, but several works
adopt FedProx (to handle heterogeneous clients), FedSGD (for finer-grained updates),
or robust aggregation rules (Krum, median, trimmed mean) that resist poisoning attacks
by malicious clients.

• Privacy mechanism. FL by itself keeps raw data local, but several works strengthen
privacy by adding one or more complementary mechanisms: differential privacy (Gaus-
sian or Laplace noise added to updates), secure aggregation (cryptographic masking
of updates), or homomorphic encryption of the exchanged parameters. Systems can
therefore be classified as plain FL, FL + DP, FL + secure aggregation, FL + HE, or
combinations thereof.

Figure 9 shows these dimensions as a compact taxonomy. This figure provides a bridge
between the general design space of FL-based IDSs and the individual systems reviewed
next.
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Figure 9. Taxonomy of federated-learning-based IDSs for IoT.

Using this taxonomy as a guide, we now review the most representative works in the
literature.

DÏoT. DÏoT is often cited as one of the earliest systems to employ a federated-learning
approach for anomaly-based intrusion detection in IoT [25]. It builds one communication
profile per IoT device type using recurrent neural networks and aggregates these profiles
across many gateways without sharing raw traffic. The reported system achieved a detection
rate of about 95.6% on attacks launched from devices compromised by Mirai, with an average
detection delay of a few hundred milliseconds. It demonstrated that federated learning can
achieve near-centralized accuracy while keeping data local, and it established a blueprint
followed by many subsequent works.

Federated anomaly detection with GRUs. A federated GRU-based anomaly-detection
approach for IoT security attacks is presented in [45]. The method trains Gated Recurrent
Units locally on each device and aggregates them through FL rounds with an additional
ensembler module at the server to stabilize the global model. The reported results show
accuracy comparable to centralized training on benchmark IoT datasets while preserving
data locality.

FELIDS. FELIDS is a federated-learning-based intrusion-detection system initially de-
signed for agricultural IoT networks [46]. It integrates three deep-learning classifiers, namely
a deep neural network (DNN), a CNN, and an RNN, each trained in a federated fashion over
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datasets such as CSE-CIC-IDS2018, MQTTset, and InSDN. The reported results indicate
that federated deep models can match centralized baselines in many cases while offering
natural privacy benefits. The study also highlights the need to address the assumption that
all clients are trustworthy, leaving the handling of poisoning attacks to future work.

FL-LSTM for IoT WSNs. Recent work has revisited the combination of federated learning
and LSTM for intrusion detection in IoT-based wireless sensor networks [43]. The reported
model achieves higher accuracy and a lower false-positive rate than centralized counterparts
on multiple datasets while keeping raw data on the sensor nodes. This study is representative
of the current trend toward privacy-preserving, sequence-aware federated models.

Surveys and systematic reviews. The emerging FL-IDS literature is synthesized by sev-
eral recent surveys [40–42]. These reviews consistently identify three recurring issues in
IoT-oriented FL-IDS research: non-IID data across heterogeneous devices, communication
overhead in bandwidth-constrained networks, and the need for formal privacy guarantees
beyond the mere fact of keeping data local.

Privacy-preserving FL-IDS. Privacy-preserving federated learning for intrusion detection
in industrial IoT settings has been evaluated in [44], which discusses the trade-off between
privacy budget and detection performance. This line of research is the most directly related
to our thesis because it combines collaborative training across distributed IoT clients, deep
models capable of capturing attack patterns, and formal privacy mechanisms on top of
federated averaging. Table V compares representative FL-based IDS proposals for IoT.

Table V: Federated-learning IDS proposals for IoT
System /
Reference

Local Model Aggregation Privacy
Mechanism

Dataset

DÏoT [25] GRU profiles FedAvg FL only (data
locality)

In-lab IoT +
Mirai

[45] GRU +
ensembler

FedAvg FL only Modbus IoT
traffic

FELIDS [46] DNN / CNN /
RNN

FedAvg FL + gRPC
encryption

CSE-CIC-
IDS2018,
MQTTset,
InSDN

[44] DNN FedAvg FL +
Differential
Privacy

Industrial IoT
datasets

FL-LSTM [43] LSTM FedAvg FL only Multiple
IoT-WSN
datasets
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2.4 Comparative Discussion and Open Challenges

Across the four categories reviewed above, a consistent trend can be observed. Classical rule-
based systems remain useful as a first line of defence, but they cannot cope with the scale
and diversity of modern IoT threats. Machine learning-based techniques have shown that
data-driven detection is feasible, yet they depend heavily on feature engineering and struggle
with complex temporal attacks. Deep learning has shifted the state of the art by learning rich
representations directly from raw traffic, achieving very high detection rates on benchmark
IoT datasets such as N-BaIoT, Bot-IoT, TON_IoT, and CICIoT2023. Federated learning,
finally, adds a distributed and privacy-aware dimension that is particularly well-suited to
the IoT context.

A comparative reading of existing FL-IDS works for IoT, however, reveals that many
proposals focus on one dimension of the problem at a time. Some works mainly evaluate
detection accuracy under IID data partitions, without measuring how the system degrades
when devices observe different attack distributions. Others address communication efficiency
but assume a semi-trusted server. Still others integrate differential privacy or secure aggre-
gation, but on small-scale datasets that do not fully reflect the heterogeneity of real IoT
deployments. As summarized in the surveys mentioned above, several open challenges there-
fore remain.

• Statistical and system heterogeneity. Most existing FL-IDS studies assume relatively
homogeneous clients. In practice, IoT devices differ widely in traffic patterns, hardware,
battery, and connectivity, which leads to non-IID data and to stragglers during training.

• Formal privacy guarantees. Keeping raw data on the device does not, by itself, prevent
information leakage from shared model updates. Relatively few works in the IoT FL-IDS
literature integrate differential privacy with a principled analysis of the privacy–utility
trade-off.

• Communication overhead. Repeated model exchanges over constrained IoT links can
become a bottleneck. Techniques such as gradient sparsification, model compression,
or adaptive client selection remain underexplored in the specific context of IoT attack
prediction.

• Robustness to adversarial clients. Federated learning is vulnerable to poisoning and
backdoor attacks by malicious clients. The intersection of FL-IDS and defences against
such attacks is an active but still maturing area.

These observations directly motivate the core issues addressed in this thesis: collaborative
distributed training across IoT clients, protection of raw network traffic through federated
learning combined with privacy-oriented aggregation, and explicit handling of device hetero-
geneity. The next chapter presents the proposed FedShield framework.
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2.5 Conclusion

In this chapter, we reviewed the state of the art in IoT attack prediction. We first de-
scribed the main benchmark datasets used in the community (N-BaIoT, CICIDS2017, Bot-
IoT, TON_IoT, and CICIoT2023) and the evaluation metrics relevant to both centralized
and federated settings. We then organized the literature into four progressive categories,
from classical rule-based systems to modern federated learning-based intrusion detection.
The comparative discussion highlighted that, although federated learning has become a very
active direction for IoT security, several challenges remain open, in particular statistical and
system heterogeneity, formal privacy guarantees, and communication efficiency. These chal-
lenges form the backdrop of our work and highlight important directions for future research.
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Chapter 3

Proposed Framework

3.1 Introduction

After presenting the theoretical background in Chapter 1 and reviewing related work in Chap-
ter 2, this chapter presents the proposed FedShield framework. The goal is to describe the
conceptual design, the system architecture, the local model, the federated training procedure,
and the privacy-preserving mechanism before turning to implementation and experimental
evaluation.

FedShield is a federated learning pipeline for multi-class network intrusion detection.
It combines the Federated Averaging algorithm of McMahan et al. [3] with a mask-based
simulated Secure Aggregation protocol inspired by Bonawitz et al. [33]. The Flower frame-
work [47] handles orchestration, and the local classifier is a lightweight Multi-Layer Percep-
tron trained on flow-level features from the TON_IoT dataset [4].

Several recent studies have shown that federated learning can approach centralized
intrusion-detection performance on IoT benchmarks. Examples include DÏoT [25], the
GRU-based system of Mothukuri et al. [45], FELIDS [46], the LSTM-based model of
Anwar et al. [43], and the privacy-oriented work of Ruzafa-Alcázar et al. [44]. However,
many of these studies either rely only on data locality or use differential privacy with a
visible utility cost. In contrast, FedShield integrates mask-based Secure Aggregation and
checks at every round that its output matches plain FedAvg up to floating-point precision.

The rest of the chapter is organised as follows. Section 3.2 presents the framework
architecture. Section 3.3 describes the local model design. Section 3.4 explains the federated
training procedure. Section 3.5 presents the privacy-preserving mechanism.

3.2 Framework Architecture

FedShield follows the federated learning setting introduced in Chapter 1. It includes one
central server and ten participating clients, all simulated in the same Python process. The
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server initialises the global model, sends it to the clients at the start of each round, aggre-
gates the masked client updates, recovers the unmasked global update through SecAgg, and
evaluates the resulting global model on a held-out test set. Each client keeps its local data
partition private and sends only masked model parameters to the server.

To create non-IID data, we use a Dirichlet distribution with concentration parameter
α = 0.3. For each class c, client proportions are drawn as pc ∼ Dirichlet(α, . . . , α). Samples
of class c are then assigned to the ten clients according to these proportions, with a one-
percent floor so that every client receives at least a small share of each class. This creates
strong heterogeneity. The largest client receives 1,228,637 samples, while the smallest receives
228,891. The class mixtures also vary clearly across clients. This setup reflects realistic IoT
deployments, where different gateways observe different traffic patterns [26].

The test set stays on the server and remains the same across all training rounds. This
provides a stable estimate of the global model’s generalisation performance. After each round,
the server broadcasts the updated global weights and the process repeats. As illustrated in
Figure 10, these steps form a complete FedShield workflow from local training to privacy-
preserving aggregation.

Figure 10. FedShield system architecture.
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3.3 Local Model Design

All clients use the same local model. It is a Multi-Layer Perceptron with three fully connected
hidden layers of 256, 128, and 64 ReLU neurons, followed by a 9-class softmax output layer.
A dropout rate of 0.3 is used after each hidden layer to reduce overfitting [48]. The model
has 49,929 trainable parameters distributed across eight weight tensors. This corresponds
to about 195 KB in float32 format. Figure 11 shows the local MLP architecture used by
all clients and connects the input feature vector to the final nine-class output.

Figure 11. FedShield local MLP architecture.

The choice of an MLP is deliberate. The 31 TON_IoT features are tabular flow statistics,
so they do not have a clear sequential or spatial structure. For this type of data, convolutional
and recurrent architectures do not have a clear advantage. Work on tabular learning also
shows that simple models can remain strong baselines [49]. The small size of the model is
another advantage because it better matches the resource limits of IoT devices.

To reduce the effect of class imbalance, we replace standard categorical cross-entropy
with the Focal Loss proposed by Lin et al. [50]:

LFL(pt) = −α (1− pt)
γ log(pt), (9)

where pt is the predicted probability of the true class. The factor (1 − pt)
γ reduces the

contribution of easy examples and focuses the learning process on harder ones. We use the
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recommended parameters from the original paper [50]: γ = 2.0 and α = 0.25. Predictions
are clipped to [10−7, 1 − 10−7] for numerical stability. The optimiser is Adam [51] with its
default hyperparameters (learning rate 10−3, β1 = 0.9, β2 = 0.999).

3.4 Federated Training Procedure

FedShield uses the standard Federated Averaging algorithm [3]. At communication round r,
the server broadcasts the current global parameters θr to all K = 10 clients. Each client
k then trains for E = 3 local epochs with the Adam optimiser on its local dataset Dk of
size nk, using a batch size of 2048. We denote the updated local parameters by θ

(r+1)
k . The

server then computes a weighted average based on local dataset sizes:

θr+1 =
K∑
k=1

nk

N
θ
(r+1)
k , N =

K∑
k=1

nk. (10)

In FedShield, the parameters transmitted over the network are not the raw client weights
but their masked versions. The unmasking step is described in Section 3.5.

One complete run contains R = 30 communication rounds. We do not use early stopping.
In federated training, consecutive rounds are not directly comparable in the same way as
centralized epochs because each round starts from a newly aggregated global model. For this
reason, convergence is controlled by a fixed round budget. After each round, the global model
is evaluated on the held-out test set. We record the loss, accuracy, Macro F1, Weighted F1,
and the SecAgg verification error described in Section 3.5.

Three design choices should be noted. First, we set the number of local epochs to E = 3

to limit client drift under the strongly non-IID Dirichlet split. Longer local training would
increase the divergence between clients, which plain FedAvg cannot fully correct [29]. Second,
the participation fraction is set to one, so all ten clients take part in every round. This is
feasible in simulation and strengthens each aggregation step, although a real deployment
might require partial participation. Third, the batch size of 2048 is a practical compromise
between gradient noise and per-round training time on the CPU execution environment used
in the experiments.

3.5 Privacy-Preserving Mechanism

The privacy component of FedShield is a mask-based Secure Aggregation scheme inspired
by Bonawitz et al. [33]. Its purpose is to mimic the aggregation behaviour of SecAgg while
still allowing the server to compute the weighted average required by FedAvg. In this imple-
mentation, the masks are not created through cryptographic key agreement. Instead, they
are generated from deterministic seeds known to both the client and the server. The mecha-
nism should therefore be understood as a functional simulation of SecAgg that lets us verify
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the aggregation pipeline experimentally. The security implications of this simplification are
discussed below.

For each communication round r and each client k, the mask m(r)
k is generated as a tensor

with the same shape as the model parameters and filled with standard Gaussian samples
produced by np.random.RandomState(s).randn(…) with seed

s = RANDOM_SEED + 1000 · r + k, (11)

where RANDOM_SEED = 42. After local training, the client obtains its updated parameters
θ
(r+1)
k and uploads the masked version θ

(r+1)
k + m(r)

k , together with its sample count and
client identifier.

On the server side, our custom SecAggFedAvg strategy extends the Flower FedAvg class.
It first applies the weighted average in equation (10) to the masked weights. Because the
seeds in equation (11) depend only on the round index and the client identifier, both of which
are known to the server, the server can reconstruct each m(r)

k and compute the weighted sum
of all masks,

∑
k(nk/N)m(r)

k . Subtracting this quantity from the aggregate of the masked
weights recovers the true Federated Averaging output:

K∑
k=1

nk

N

(
θ
(r+1)
k + m(r)

k

)
−

K∑
k=1

nk

N
m(r)

k =
K∑
k=1

nk

N
θ
(r+1)
k . (12)

The strategy then checks the unmasking step by measuring the maximum element-wise
absolute difference between the SecAgg result and a direct plain-text FedAvg computed
from the unmasked weights. This value is recorded as the SecAgg verification error for the
round.

This design has two useful properties. First, masked aggregation is mathematically equiv-
alent to plain FedAvg up to floating-point rounding. In this experiment, the mechanism
therefore does not reduce detection performance, as confirmed in Section 4.4. Second, the
server receives masked updates during communication, which lets the implementation ex-
ercise the same aggregation and unmasking logic that a Secure Aggregation layer would
require. However, because the seeds are shared deterministically, the server can reconstruct
the masks. For this reason, the current implementation is a functional simulation rather
than a full cryptographic deployment.

The limitation therefore comes from the threat model rather than from the aggregation
algebra. A server that knows the seed rule can reconstruct each mask and recover each client
update. A real deployment would replace these deterministic seeds with masks that no single
party can reconstruct, following the original Secure Aggregation protocol of Bonawitz et
al. [33]. At a high level, such a protocol proceeds in three steps. First, every pair of
clients (k, j) establishes a shared secret through a Diffie–Hellman key agreement: each client
publishes a public key, and any two clients can then independently compute the same pairwise
secret without transmitting it to the server. Second, each client derives its pairwise masks
from these secrets and adds them to its update so that, by construction, the mask used by
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client k with respect to client j is the exact negative of the mask used by client j with respect
to client k. When the server sums all masked updates, these pairwise terms cancel, and the
server obtains the correct aggregate without observing any individual client contribution
in the clear. Third, to tolerate clients that disconnect mid-round, the pairwise secrets are
protected with a secret-sharing scheme, such as Shamir’s secret sharing, so that the masks
associated with a disconnected client can be reconstructed by the remaining participants
and removed from the aggregate.

Integrating this cryptographic protocol would turn the present functional simulation
into a genuinely privacy-preserving system, but it would also add extra key-exchange and
secret-sharing rounds. Importantly, this extension would not change the detection results
reported in this thesis, because the aggregate computed by cryptographic Secure Aggregation
is mathematically the same quantity that the simulation already recovers in equation (12).
The cryptographic layer protects how the sum is computed, not what sum is computed. This
thesis therefore focuses on the federated learning pipeline and on verifying that mask-based
aggregation can be integrated into a Flower-based system without harming utility, while a
complete cryptographic implementation is left for future work.

3.6 Conclusion

This chapter presented the proposed FedShield framework before the experimental part of
the thesis. It described the client–server architecture, the local MLP classifier, the FedAvg-
based training procedure, and the mask-based Secure Aggregation mechanism. The next
chapter presents the implementation setup, the TON_IoT data preparation pipeline, the
experimental results, and the comparative discussion with previous works.
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Chapter 4

Implementation and Experimental
Evaluation

4.1 Introduction

After presenting the proposed FedShield framework in Chapter 3, this chapter turns to the
implementation and experimental part of the thesis. Its goal is to implement the proposed
framework, train it on a realistic IoT intrusion-detection dataset, and study its behaviour in
a federated and privacy-preserving setting.

The system evaluated in this chapter is FedShield. It is the federated learning pipeline
described in Chapter 3, combining Federated Averaging, a lightweight Multi-Layer Percep-
tron, and a mask-based simulated Secure Aggregation protocol.

The rest of the chapter is organised as follows. Section 4.2 describes the implementa-
tion environment and tools. Section 4.3 presents the dataset and preprocessing pipeline.
Section 4.4 reports the experimental results. Section 4.5 compares FedShield with related
federated IDS studies.

4.2 Environment and Tools

FedShield is implemented in Python 3.12 and executed in a Kaggle notebook running on
CPU. The deep learning components use TensorFlow 2.19 and the Keras API. Federated or-
chestration is handled by the Flower framework [47] in version 1.29.0 through its in-process
simulation mode, fl.simulation.start_simulation. Each simulated client is assigned
1 CPU, so the ten clients share the available CPU resources in a controlled way. Other
libraries include scikit-learn for preprocessing and metrics, pandas and numpy for data
processing, matplotlib and seaborn for visualisation, and joblib for saving trained arte-
facts.

Because the dataset is large, memory management is important. We load only the
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32 required columns and explicitly treat “-” and “(empty)” as NaN markers. After each
client training step, intermediate DataFrames are deleted, gc.collect() is called, and
keras.backend.clear_session() is used to avoid memory buildup across the thirty rounds.
The NumPy and TensorFlow seeds are fixed to 42 for reproducibility. The SecAgg masks
use the deterministic seed rule described in Section 3.5.

Table VI summarizes the implementation environment and the main software tools used
in the experiments.

Table VI: FedShield implementation environment
Component Version / Setting
Platform Kaggle notebook
Execution mode CPU
Language Python 3.12
TensorFlow 2.19
API Keras
Flower (flwr) 1.29.0
Simulation mode fl.simulation.start_simulation
Client resources num_cpus = 1 per client (Ray scheduling)
pandas, NumPy, scikit-learn latest stable
matplotlib, seaborn latest stable
joblib latest stable
NumPy / TensorFlow seed 42
SecAgg mask seed scheme Deterministic (see Section 3.5)

This configuration provides a controlled and reproducible setting for evaluating the pro-
posed framework.

4.3 Dataset and Preprocessing

4.3.1 Dataset

The experiments use the network-traffic component of the TON_IoT dataset [4], which was
introduced in Chapter 2 as one of the most representative public benchmarks for intrusion
detection in IoT and Industrial IoT environments. The data is distributed in twenty-three
CSV files (Network_dataset_1.csv to Network_dataset_23.csv) and contains 22,339,021

flow records described by 32 columns, namely 31 flow-level features and one target column.
Each record is labelled with one of ten categories: normal traffic and nine attack types

(backdoor, DDoS, DoS, injection, MITM, password, ransomware, scanning, and XSS).
Among the 31 features, 17 are numeric and describe flow-level statistics such as source
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and destination ports, durations, byte counts, packet counts in both directions, and HTTP
request and response body lengths. The remaining 14 features are categorical and cover
protocol, DNS, SSL/TLS, and HTTP attributes such as proto, service, conn_state,
ssl_version, ssl_cipher, http_method, and weird_notice. No payload content is used
at any stage. The model is trained only on metadata-style flow features, which is consistent
with the privacy goal of the framework.

4.3.2 Data Preprocessing

A consistent preprocessing pipeline is applied to the raw TON_IoT data before federated
training begins.

Class filtering. The MITM (man-in-the-middle) class is removed because it is severely
under-represented in the dataset. It contains only 1,052 samples out of more than 22 million
records, which is too few to be reliably learned during training or meaningfully evaluated on
the test set. With such limited support, the class would not produce stable per-class metrics,
and its samples would be split even more thinly once the data is partitioned across the ten
clients by the Dirichlet sampler. Keeping it would therefore add noise to the evaluation
without giving the model a realistic chance to learn it. After this filtering step, the dataset
retains nine classes and 22,337,969 rows.

Missing-value handling. Missing values in the raw CSV files are encoded by the markers
“-” and “(empty)”, which are interpreted as NaN at load time. Numeric features are then
filled with zero, while categorical features are filled with the explicit token “missing”.

Categorical and target encoding. Each categorical feature is mapped to integer codes
through a dedicated LabelEncoder. The target column is encoded with an additional
LabelEncoder into integer indices.

Train/test split. A stratified 80/20 train/test split is computed on the full preprocessed
data with seed 42. Stratification preserves the original class proportions on both sides of
the split. This produces 17,870,375 training samples and 4,467,594 test samples. Because
this split is applied before class capping, the test set never contains downsampled data and
remains representative of the original distribution.

Training-set class capping. The dataset is strongly imbalanced. In the test set, the
scanning and DDoS classes together contribute more than 2.6 million flows, while the ran-
somware class contains only 14,561 samples. To reduce this imbalance during training, each
class on the training side is capped at a maximum of 1,000,000 samples through random
subsampling with a fixed seed. Smaller classes are kept unchanged. This capping step is
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applied only to the training set, so the test set keeps the original class distribution and pro-
vides a faithful estimate of operational performance. After capping, the training set contains
6,463,968 samples, while the test set remains at 4,467,594 samples.

Feature scaling. Numeric features are standardised with a StandardScaler fitted on the
training set only and then applied to both subsets. This avoids information leakage from the
test set into training. All arrays are finally cast to float32 for TensorFlow compatibility.

Final shapes. At the end of the pipeline, the training tensor has shape (6,463,968, 31)

and the test tensor has shape (4,467,594, 31). The training side is partially balanced through
capping, while the test side keeps the original class distribution.

Table VII presents the resulting class distribution after preprocessing and training-set
capping.

Table VII: Class distribution after preprocessing
Class Train (capped) Test (uncapped)
backdoor 406,493 101,623

ddos 1,000,000 1,233,002

dos 1,000,000 675,066

injection 362,127 90,532

normal 637,104 159,276

password 1,000,000 343,713

ransomware 58,244 14,561

scanning 1,000,000 1,428,032

xss 1,000,000 421,789

Total 6,463,968 4,467,594

As shown in Table VII, the training set is partially balanced, whereas the test set preserves
the original imbalance. This distinction is important for interpreting the evaluation results
in the next section.

4.4 Experimental Results

After thirty communication rounds, FedShield reaches an accuracy of 0.9584, a Macro F1
of 0.8988, and a Weighted F1 of 0.9592 on the 4,467,594-sample held-out test set. Macro
precision and macro recall are 0.8738 and 0.9336, respectively. Table VIII summarises the
final test-set results.
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Table VIII: Final global model performance
Metric Value
Accuracy 0.9584

Macro precision 0.8738

Macro recall 0.9336

Macro F1 0.8988

Weighted precision 0.9618

Weighted recall 0.9584

Weighted F1 0.9592

The gap between Macro F1 and Weighted F1 is important. Weighted F1 (0.9592) reflects
performance on a realistic traffic distribution because it gives the same importance to every
sample. As a result, dominant classes have more influence on this metric. Macro F1 (0.8988),
in contrast, gives the same importance to every class and is therefore more sensitive to the
minority classes. Taken together, these metrics show that FedShield performs very well on
most traffic but is weaker on the rarest attacks. The per-class results confirm this pattern.
Table IX reports per-class precision, recall, and F1-score. As shown in Table IX, eight of the
nine classes achieve an F1-score above 0.81. The four largest classes (DDoS, DoS, scanning,
and XSS) reach F1 scores between 0.96 and 0.98. The main exception is ransomware, which
reaches an F1 of 0.6536. Its recall is relatively high (0.8193), but its precision is low (0.5437),
which means that the model detects many ransomware samples but also produces a noticeable
number of false positives. The backdoor class shows the opposite pattern: recall is almost
perfect (0.9994), while precision is lower (0.8026). This means the detector rarely misses
backdoor traffic but sometimes confuses other traffic with that class.

Table IX: Per-class classification performance
Class Precision Recall F1-score Support
backdoor 0.8026 0.9994 0.8903 101,623

ddos 0.9939 0.9526 0.9728 1,233,002

dos 0.9551 0.9981 0.9761 675,066

injection 0.8020 0.8379 0.8195 90,532

normal 0.9551 0.9118 0.9329 159,276

password 0.8589 0.9691 0.9107 343,713

ransomware 0.5437 0.8193 0.6536 14,561

scanning 0.9873 0.9524 0.9695 1,428,032

xss 0.9660 0.9616 0.9638 421,789

Figure 12 shows the convergence behaviour over the 30 rounds and summarises the main
training signals used to evaluate FedShield. Two observations are clear. First, the model
converges quickly. Accuracy increases from 0.8012 at round 1 to 0.9421 at round 4, which is
an improvement of more than 14 percentage points in the first three rounds. After round 10,
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accuracy stays in the [0.95, 0.96] range while Macro F1 continues to improve slowly until it
reaches 0.8988 at round 30.

Second, the training curve is not perfectly smooth. The loss shows visible spikes at rounds
23, 26, and 29, where it rises to about 0.015–0.020 before dropping again. This behaviour
is consistent with the known sensitivity of plain FedAvg to non-IID client drift [29]. When
the server aggregates updates from clients with very different local distributions, the global
model can move away from the test-set optimum for a short time. Even with these spikes, the
final test accuracy remains close to the best value observed during training, which suggests
that the model has stabilised rather than overfitted.

Figure 12. FedShield per-round training behaviour.

The SecAgg verification error stays negligible throughout training. As shown in the bot-
tom panel of Figure 12, the maximum element-wise absolute difference between the SecAgg-
recovered aggregate and the direct plain-text FedAvg aggregate ranges from 2.6 × 10−7 to
1.91× 10−6 over the thirty rounds. These values are at the level of single-precision floating-
point rounding. This confirms equation (12) in practice: mask-based SecAgg does not in-
troduce measurable utility loss compared with plain FedAvg. In other words, the masking
layer preserves the numerical behaviour of FedAvg in this experiment. A deployable privacy
guarantee would still require cryptographic key establishment instead of deterministic shared
seeds.
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The communication cost of FedShield is modest. The shared model contains 49,929

parameters, which corresponds to about 195 KB in float32 representation. In every round,
the server broadcasts this model to all ten clients and receives one masked update of the
same size from each of them. A single round therefore exchanges roughly 3.8 MB in both
directions combined, and the complete run of thirty rounds transfers about 114 MB in total
(around 57 MB downloaded and 57 MB uploaded). This volume is far smaller than what a
centralized approach would require, since transferring the raw TON_IoT traffic instead of
the model would involve several gigabytes of data.

Figure 13 shows the confusion matrix, while Figure 14 presents the corresponding per-
class precision, recall, and F1-score values. Together, these figures explain where the final
model performs well and where minority-class errors remain. Most misclassifications occur
between classes with similar flow signatures. Injection samples are sometimes predicted as
XSS, and ransomware is the only class whose precision falls below 0.6. The other off-diagonal
entries are small in both absolute and normalised form.

Figure 13. FedShield confusion matrix on the test set.
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Figure 14. FedShield per-class precision, recall, and F1-score.

4.5 Comparative Discussion

Three observations stand out from the experimental study, and they all relate directly to the
research questions formulated in the Introduction.

First, federated learning is a viable strategy for IoT intrusion detection on TON_IoT.
The final FedShield global model reaches an accuracy of 0.9584 and a Weighted F1 of 0.9592
despite an aggressively non-IID Dirichlet split with α = 0.3 and a comparatively lightweight
MLP local model. The fact that practical detection performance remains in the high nineties
confirms that the federated paradigm is not intrinsically incompatible with operationally
useful intrusion detection in IoT. The cost of distribution is mostly absorbed by the minority
classes, which is consistent with the qualitative pattern reported in the federated learning
literature [26, 29].

Second, mask-based Secure Aggregation does not introduce measurable utility loss in this
experimental setting. The SecAgg verification error remains in the 10−7–10−6 range through-
out training, which is the floating-point precision boundary of float32. This is the empirical
counterpart of equation (12): the masks cancel exactly in the aggregation, and the resulting
global model is indistinguishable from what plain FedAvg would have produced. We do not
observe any round in which the SecAgg-equipped pipeline performs worse than plain FedAvg,
which is consistent with the analysis of Bonawitz et al. [33].

Third, the bottleneck of the system is class imbalance rather than federation or aggregation.
The only class with a substantially lower F1 is ransomware (0.6536), and the dominant reason
is its small support: 58,244 training samples and 14,561 test samples, distributed unevenly
across ten clients by the Dirichlet sampler. Focal Loss [50] partially compensates for this,
but the underlying scarcity is intrinsic to the dataset. We do not observe degradation of
the ransomware F1 across the federated phase that could be attributed to FedAvg-specific
effects beyond this scarcity, which suggests that any serious improvement on this class would
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require either targeted oversampling strategies or rare-class-aware aggregation, both of which
are left for future work.

Positioning against previous works. Because the local model used in FedShield is a
Multi-Layer Perceptron, the most informative comparisons are with federated-learning stud-
ies that use feed-forward classifiers (MLP/DNN) on similar IoT intrusion-detection bench-
marks. Recurrent and hybrid models are reported separately for context, since their inductive
biases are designed for sequential rather than tabular flow features. Table X situates Fed-
Shield within this landscape. It includes MLP/DNN studies as primary comparisons and
recurrent-model works as contextual baselines.

Table X: Comparison with federated IDS studies
Work Local model Dataset Privacy Reported result
Belarbi et al. [52] DNN TON_IoT Data locality Centralized F1

≈ 94%
Ruzafa-Alcázar et
al. [44]

DNN TON_IoT FL + Differential
Privacy

Reports utility
cost as privacy
budget ε tightens

FELIDS [46] DNN / CNN /
RNN

CSE-CIC-IDS2018 Data locality Up to ≈ 94.15%
accuracy

DÏoT [25] GRU per device Lab IoT (Mirai) Data locality ≈ 95.6% detection
rate

Mothukuri et
al. [45]

GRU + ensembler Modbus IoT Data locality accuracy for:
IID≈ 97.5%,
Non-IID≈ 95.2%

Anwar et al. [43] LSTM IoT-WSN datasets Data locality accuracy≈ 95.52%
FedShield MLP (49.9k) TON_IoT FL + Secure

Aggregation
Acc. 0.9584,
Macro F1 0.8988

Four points emerge from this comparison. First, Belarbi et al. [52] also study a DNN-
based federated IDS on TON_IoT. They report a centralized DNN F1-score of about
94%, while a randomly initialized federated DNN degrades under non-IID data and only
approaches the centralized baseline after pre-training. By contrast, FedShield reaches a
Weighted F1 of 0.9592 and a Macro F1 of 0.8988 under a strong Dirichlet split and without
any pre-training step.

Second, Ruzafa-Alcázar et al. [44] use a DNN with FedAvg on the Industrial-IoT subset
of TON_IoT and add Differential Privacy on top. They report a visible utility cost as the
privacy budget becomes tighter. FedShield occupies a different point in the design space. It
integrates mask-based Secure Aggregation rather than Differential Privacy and is empirically
lossless in terms of detection performance, although the threat models of the two approaches
are not directly equivalent.

Third, FELIDS [46] evaluates DNN, CNN, and RNN classifiers in a federated setting
on the CSE-CIC-IDS2018 dataset and reports accuracies up to about 94.15%, without any
privacy mechanism beyond data locality. FELIDS therefore provides a useful DNN-based
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federated baseline, although on a different dataset than the one used in this thesis.
Fourth, recurrent-model approaches such as DÏoT [25], the GRU-based ensembler of

Mothukuri et al. [45], and the LSTM-based FL-IDS of Anwar et al. [43] provide useful context.
DÏoT reports a detection rate of about 95.6% on a Mirai-based testbed, Mothukuri et al.
report about 97.5% accuracy under IID and 95.2% under non-IID partitions on Modbus IoT
traffic, and Anwar et al. report about 95.52% accuracy on IoT-WSN datasets. These results
are competitive, but they rely on heavier sequence-aware architectures. In this thesis, the
input is a 31-dimensional tabular feature vector. For this type of data, MLP-style models
remain reasonable and often competitive baselines on tabular problems [49].

Three caveats should be stated clearly. First, the cited studies use different datasets and
different non-IID settings, so any apparent ranking is partly a function of dataset difficulty
and partition strategy rather than of method quality. Second, the reported metrics are not
always defined in the same way. Some papers report a detection rate, while others report
multi-class accuracy or weighted F1. For this reason, the table should be read as a positioning
exercise rather than as a strict leaderboard. Third, FedShield is evaluated under an honest-
but-curious server threat model, which is weaker than the protection expected from a full
cryptographic implementation of Secure Aggregation [33].

Limitations of the current study. Three limitations of the present empirical study
are worth stating plainly. The current implementation is a single-run study with seed 42,
without statistical-significance tests across multiple seeds. This is common in FL-IDS papers
of comparable scope, but it reduces the strength of any quantitative claim. The mask seeds
used in the SecAgg protocol are deterministic and therefore do not protect against a server
that fully knows the seed scheme. A deployment would require a Diffie–Hellman-style key
agreement, as in the original SecAgg design [33]. Finally, the experiments evaluate a single
architecture (MLP), a single non-IID partitioning (α = 0.3), and a single number of clients
(K = 10). Ablations on these design choices would strengthen the empirical analysis and
are left for future work.

4.6 Conclusion

This chapter presented FedShield, the experimental implementation of the federated learning
framework proposed in this thesis for collaborative and privacy-preserving IoT intrusion
detection. The framework was implemented in Python with TensorFlow and the Flower
federated learning library [47]. It was trained on the TON_IoT dataset [4], which was
partitioned across ten non-IID clients using a Dirichlet sampler with α = 0.3. The local
model is a lightweight Multi-Layer Perceptron with 49,929 parameters, trained with Focal
Loss [50] and Adam [51], and aggregated through Federated Averaging [3] extended with a
mask-based Secure Aggregation scheme inspired by Bonawitz et al. [33].

After thirty communication rounds, the final global model reaches an accuracy of 0.9584,
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a Macro F1 of 0.8988, and a Weighted F1 of 0.9592 on a held-out test set of 4,467,594 samples
across nine classes. The masking stage preserves the FedAvg aggregate up to float32
rounding, which shows that this privacy-oriented layer can be added without measurable loss
in detection performance. A deployable privacy guarantee, however, would require replacing
the deterministic seed rule with a cryptographic key-establishment protocol. The main weak
point of the model is the ransomware class, whose F1-score of 0.6536 is mainly explained by
its limited support in the dataset.

Overall, the experiments support the main claim of the thesis. Distributed IoT clients
can collaboratively predict security attacks without sharing raw network traffic, and secure-
aggregation-style masking can be integrated without reducing detection performance in a
measurable way. With a full cryptographic key-establishment layer, this design could be
extended into a more deployable privacy-preserving solution. The broader conclusion of the
thesis and the future directions opened by this work are discussed in the final part of the
manuscript.
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General Conclusion

The work presented in this thesis was motivated by a simple but increasingly urgent obser-
vation: as the Internet of Things expands across homes, industries, healthcare, and trans-
portation, it also expands the attack surface that must be protected. Traditional intrusion
detection approaches, whether rule-based or based on centralized machine learning, struggle
to follow this evolution because they require sensitive network traffic to be collected and
processed at a single point. This creates privacy, bandwidth, and regulatory concerns. The
central question of the thesis was therefore to study how federated learning can be designed
and implemented so that distributed IoT devices can collaboratively predict security attacks,
while keeping raw network traffic local and while taking client heterogeneity into account.

To answer this question, the thesis followed a progressive path. Chapter 1 introduced
the Internet of Things, its security challenges, the main types of attacks that target IoT
environments, and the foundations of machine learning, deep learning, and federated learning.
Chapter 2 reviewed the state of the art in IoT attack prediction and organized the literature
into four families, from classical approaches to federated learning-based intrusion detection.
It also identified the open challenges that motivated the proposed framework. Chapter 3 then
introduced the proposed FedShield framework and its architectural components. Chapter 4
evaluated it on the TON_IoT dataset under a non-IID federated setting.

Summary of Contributions

The contributions of this thesis can be summarized on three levels: a theoretical and biblio-
graphic contribution, a methodological contribution, and an experimental contribution.

• Theoretical and bibliographic contribution. The thesis offers a structured review
of IoT intrusion detection. The review is organized around classical, machine learning-
based, deep learning-based, and federated learning-based approaches. It is supported by
comparative tables and by a taxonomy of federated learning-based intrusion detection
systems for IoT. This synthesis provides a clear entry point for further work in the same
area.

• Methodological contribution. The thesis proposes FedShield, a federated learning
framework that combines known and validated components in a single coherent pipeline.
The framework uses a lightweight Multi-Layer Perceptron with 49,929 trainable param-



57 General Conclusion

eters, a Federated Averaging training loop [3], and a mask-based Secure Aggregation
mechanism inspired by Bonawitz et al. [33]. The implementation is built on top of
the Flower framework [47], which makes the design compatible with a production-grade
federated learning stack.

• Experimental contribution.
The framework is evaluated on the TON_IoT dataset [4], partitioned across ten non-
IID clients with a Dirichlet split (α = 0.3). The evaluation covers thirty communication
rounds and uses a stratified train/test split computed before class capping. This keeps
the test set representative of the original class distribution. The experiments show that
the ten clients can collaboratively predict nine attack categories with strong detection
performance, while their raw network traffic remains local.

Answers to the Research Questions

The experimental findings answer the five sub-questions formulated in the Introduction.

• Feasibility of federated learning on a realistic IoT dataset. After thirty com-
munication rounds, the final FedShield model reaches an accuracy of 0.9584, a Macro
F1 of 0.8988, and a Weighted F1 of 0.9592 on a held-out test set of 4,467,594 samples.
A centralized baseline was not retrained from scratch in this thesis, so the comparison
must remain cautious. However, these values are in the same range as strong TON_IoT
results reported in recent federated IDS studies. They show that the federated configu-
ration can achieve strong multi-class detection while keeping raw traffic local.

• Behaviour under non-IID data. The Dirichlet split with α = 0.3 creates a strongly
heterogeneous federation. Client sizes range from about 228,891 samples to 1,228,637

samples, and class mixtures vary clearly across clients. Despite this, the model converges
quickly: accuracy rises from 0.8012 at round 1 to 0.9421 at round 4, and then stays in
the [0.95, 0.96] range after round 10. Some loss spikes appear at rounds 23, 26, and
29, which is consistent with the sensitivity of FedAvg to non-IID drift. The system
nevertheless recovers from these fluctuations. The main effect of heterogeneity appears
on minority classes, especially ransomware, whose F1-score is 0.6536.

• Privacy–utility trade-off. The privacy mechanism evaluated in this thesis is mask-
based Secure Aggregation. At every round, the SecAgg-recovered weights are compared
with a direct plain-text FedAvg aggregation of the same client updates. The maximum
element-wise difference remains between 2.6 × 10−7 and 1.91 × 10−6, which is at the
level of float32 rounding. In this experimental setting, the secure-aggregation layer
therefore introduces no measurable utility loss. A broader comparison with other privacy
mechanisms, such as differential privacy or homomorphic encryption, remains outside
the scope of this thesis.
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• Deployability on resource-constrained IoT devices. The local model contains
49,929 trainable parameters, which corresponds to about 195 KB in float32 format.
This compact size is compatible with the memory and communication constraints of
many IoT gateways. The same model is sent to every client at each round, so the per-
round communication cost remains bounded by this footprint. The results also show
that a lightweight MLP can be effective on tabular flow features, without requiring
heavier sequence-aware architectures.

• Reproducibility and realism. The full pipeline is implemented with Flower, using
custom client and strategy classes that integrate mask generation, masked upload, ag-
gregation, and verification into a standard FedAvg loop. This implementation keeps a
clear separation between the client API, the server-side strategy, and the orchestration
layer. It therefore provides a more realistic basis for future deployment than a purely
manual simulation.

Limitations

Although the experimental results support the relevance of the proposed framework, several
limitations should be acknowledged.

• Simulation-based federation. All experiments are conducted in a simulated federa-
tion. The ten clients are virtual processes running on slices of the same dataset. This
is a common methodological choice in federated learning research, but it does not cap-
ture device drop-out, network jitter, firmware diversity, asynchronous arrivals, or energy
constraints.

• Rare-class difficulty. The ransomware class is the only class whose F1-score falls
clearly below the rest of the model. This is mainly a data-scarcity issue: the class has
only 58,244 training samples and 14,561 test samples, and these samples are further
split across ten clients by the Dirichlet sampler. Focal Loss partially reduces this effect
but does not remove it. The MITM class is not included in the experiments because
it contains only about one thousand samples in the full dataset, which is too few for
reliable training and evaluation.

• Simulated Secure Aggregation. The masks used in the current SecAgg protocol are
generated from deterministic seeds. This is enough to verify the algebraic behaviour of
mask cancellation and to show that masking does not harm detection performance. It
does not, however, provide the same protection as a deployable cryptographic protocol.
A real implementation would require secure pairwise key agreement, such as Diffie–
Hellman, as in the original Secure Aggregation design.
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Future Work

The limitations above naturally suggest several directions for future work. They can be
grouped into five families, each extending one of the research sub-questions answered in this
thesis.

• Deepening the heterogeneity analysis. Cross-dataset evaluation on additional
benchmarks, including CICIDS2017, Bot-IoT, and CICIoT2023, would help verify
whether the framework generalizes beyond TON_IoT. Future work should also explore
different non-IID partitioning strategies, different values of the Dirichlet concentration
parameter, partitioning by device type, client drop-out, and concept drift. Replacing
FedAvg with FedProx or FedNova would be a direct way to address heterogeneous
clients.

• Broadening the privacy–utility study. The privacy component can be strengthened
in several ways. A full cryptographic Secure Aggregation implementation, based on
Diffie–Hellman key agreement or Shamir’s secret sharing, would replace deterministic
seeds with a deployable protocol. Adding a differential-privacy layer with an explicit
privacy accountant would provide a complementary formal guarantee and would allow
a direct comparison between privacy mechanisms. Byzantine-robust aggregation rules,
such as Krum, the trimmed mean, or the median, would extend the threat model to
malicious clients.

• Pushing deployability further. Deploying FedShield on real IoT devices, such as
Raspberry Pi class boards or industrial edge gateways, would expose the framework to
real network conditions and hardware constraints. Combined with model compression
techniques such as quantization or knowledge distillation, this would provide a stronger
answer to the deployability question.

• Confirming reproducibility in realistic conditions. The Flower-based implemen-
tation is already a step toward realistic deployment. A full client-server experiment with
physically separated nodes, intermittent connectivity, and asynchronous client arrivals
would be the natural next step. Such a setup would also make it possible to measure
wall-clock training time, energy consumption, and recovery from network failures.
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